NON-CONFIDENTIAL

Marmion House,
Lichfield Street, Tamworth,
Staffordshire B79 7BZ.

Enquiries: 01827 709 709
Facsimile: 01827 709 271

AUDIT AND GOVERNANCE COMMITTEE

24 October 2013

Dear Councillor

A meeting of the Audit and Governance Committee will be held in Committee Room 1 -

Marmion House on Thursday, 31st October, 2013 at 6.00 pm. Members of the

Committee are requested to attend.

Yours faithfully

AGENDA

NON CONFIDENTIAL

1 Apologies for Absence
2 Minutes of the Previous Meeting (Pages 1 - 4)

3 Declarations of Interest
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11

To receive any declarations of Members’ interests (pecuniary and non-
pecuniary) in any matters which are to be considered at this meeting.

When Members are declaring a pecuniary or non-pecuniary interest in
respect of which they have dispensation, they should specify the nature of
such interest. Members should leave the room if they have a pecuniary or
non-pecuniary interest in respect of which they do not have a dispensation.

Annual Audit Letter 2012-2013 (Pages 5 - 18)
(Report of Grant Thornton (External Auditor))

Review of the Council's Arrangements for Securing Financial Resilience
2012/13 - Management Response & Risk Assessment (Pages 19 - 24)

(Report of the Executive Director Corporate Services)

Fraud and Corruption Update Report (Pages 25 - 114)
(Report of the Head of Internal Audit Services)

Internal Audit Quarterly Report 2013/14 Quarter 2 (Pages 115 - 138)
(Report of the Head of Internal Audit Services)

Annual Governance Statement 2012/13 - Update (Pages 139 - 146)
(Report of the Head of Internal Audit Services)

One Staffordshire Data Sharing Protocol (Pages 147 - 196)

(Report of the Director Technology and Corporate Programmes)

Review of Anti-Money Laundering Policy (Pages 197 - 206)
(Report of the Solicitor to the Council and Monitoring Officer)

Regulation of Investigatory Powers Act 2000 (Pages 207 - 208)
(Report of the Solicitor to the Council and Monitoring Officer)

People who have a disability and who would like to attend the meeting should contact
Democratic Services on 01827 709264 or e-mail committees@tamworth.gov.uk
preferably 24 hours prior to the meeting. We can then endeavour to ensure that any
particular requirements you may have are catered for.

To Councillors: M Couchman, K Gant, M Gant, S Peaple, S Pritchard, P Seekings and M

Thurgood
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MINUTES OF A MEETING OF THE

AUDIT AND GOVERNANCE COMMITTEE
HELD ON 26th SEPTEMBER 2013

PRESENT: Councillor M Gant (Chair), Councillors M Thurgood, M Couchman,
K Gant, S Peaple and P Seekings

Officers John Wheatley (Executive Director Corporate Services),
Jane Hackett (Solicitor to the Council and Monitoring
Officer), Stefan Garner (Director of Finance) and Angela
Struthers (Head of Internal Audit Services)

Visitors James Cook (Grant Thornton)
Joan Barnett (Grant Thornton)
Andy Davies (Grant Thornton)

20 APOLOGIES FOR ABSENCE
There were no apologies for absence.
21 MINUTES OF THE MEETINGS HELD ON 19 JUNE 2013 AND 27 JUNE 2013

The minutes of the meeting held on 19 June 2013 and 27 June 2013 were
approved and signed as a correct record.

(Moved by Councillor M Gant and seconded by Councillor K Gant)
22 DECLARATIONS OF INTEREST
There were no Declarations of Interest.
23  ANNUAL STATEMENT OF ACCOUNTS & REPORT 2012/13
The Annual Statement of Accounts and Report 2012/13 was considered.
RESOLVED: That the Annual Statement of Accounts 2012/13 be approved.

(Moved by Councillor M Gant and seconded by Councillor K
Gant)

1
Page 1
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Audit and Governance 26 September 2013

Committee

THE AUDIT FINDINGS FOR TAMWORTH BOROUGH COUNCIL

The Report of Grant Thornton (External Auditor) was considered.

RESOLVED:

That the Audit Findings for the year ended 31 March 2013 be
endorsed

(Moved by Councillor M Gant and seconded by Councillor M
Couchman)

GRANT CLAIM REPORT

The Report of Grant Thornton (External Auditor) was considered.

RESOLVED:

That:

1 The Grant Claim Form be endorsed subject to any
qualifications that may be imposed due to small
processing errors, and;

2 Officers be thanked for their hard work and endeavours in
housing and council tax benefit services.

(Moved by Councillor M Gant and seconded by Councillor M
Thurgood)

FINANCIAL RESILIENCE REPORT

The Report of Grant Thornton (External Auditor) was considered.

RESOLVED:

That the Financial Resilience Report be endorsed and a
further report will be brought to the next Committee
responding to Key Indicators of the Management Report.

(Moved by Councillor M Couchman and seconded by
Councillor M Gant)

INTERNAL AUDIT PERFORMANCE MEASURES REPORT

The Report of the Head of Internal Audit Services reporting on the outcome of

Internal Audit’s customer survey and define a basket of performance indicators for

Internal Audit was considered.

RESOLVED:
1

2

That Members endorse:

The results of the Internal Audit customer satisfaction
survey, and;

A small basket of performance indicators for Internal

2
Page 2
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Audit and Governance 26 September 2013
Committee

Audit.

(Moved by Councillor M Gant and seconded by Councillor
S Peaple)

INTERNAL AUDIT QUARTERLY REPORT 2013/14 QUARTER 1

The Report of the Head of Internal Audit Services reporting on the outcome of
Internal Audit’s review of the internal control, risk management and governance
framework in the 1% quarter of 2013/14 and providing members with assurance of
the ongoing effective operation of an internal audit function and enabling any
particularly significant issues to be brought to the Committee’s attention was
considered.

RESOLVED: That the Committee endorse the Internal Audit Quarterly
Report and agreed the Internal Audit Performance Reports and
Implemented and Agreed Management Actions.
(Moved by Councillor M Gant and seconded by Councillor S
Peaple)

RISK MANAGEMENT REPORT

The Report of Head of Internal Audit Services reporting on the Risk Management
process and progress to date for the current financial year was considered.

RESOLVED:  That the Corporate Risk Register be endorsed.
(Moved by Councillor M Gant and seconded by Councillor M
Couchman)

REGULATION OF INVESTIGATORY POWERS ACT 2000

The Report of the Solicitor to the Council and Monitoring Officer informing

Members of the surveillance carried out under the Regulation of Investigatory

Powers Act 2000 was considered.

RESOLVED: That the quarterly RIPA monitoring report be endorsed.
(Moved by Councillor S Peaple and seconded by Councillor
M Couchman)

LOCAL GOVERNMENT OMBUDSMAN - ANNUAL REVIEW & REPORT

The Report of the Solicitor to the Council and Monitoring Officer advising the
Committee of the views of the Local Government Ombudsman in relation to

3
Page 3



Audit and Governance 26 September 2013
Committee

complaints against the Borough Council and providing an opportunity for
members of the Committee to raise any issues they consider appropriate and
consider the effectiveness of investigations relating to Tamworth Borough Council
was considered.

RESOLVED: That the Annual Review Letter be endorsed.

(Moved by Councillor M Gant and seconded by Councillor M
Couchman)

Chair

Page 4
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Agenda Item 5

AUDIT & GOVERNANCE COMMITTEE
31° October 2013
Report of the Executive Director Corporate Services
REVIEW OF THE COUNCIL'S ARRANGEMENTS FOR SECURING
FINANCIAL RESILIENCE 2012/13 - MANAGEMENT RESPONSE & RISK
ASSESSMENT
EXEMPT INFORMATION

None

PURPOSE

To inform Members of Management’s responses and timeframes to address
the recommendations contained within the Review of the Council's
Arrangements for Securing Financial Resilience report presented by Grant
Thornton to the meeting on 26" September 2013.

RECOMMENDATION

That Members endorse the management responses and timeframes to
address the recommendations contained within the Review of the
Council's Arrangements for Securing Financial Resilience report
attached at Appendix 1.

EXECUTIVE SUMMARY

Appendix 1 details the management responses and timeframes to address
the recommendations contained within the Review of the Council's
Arrangements for Securing Financial Resilience report presented by Grant
Thornton to the Audit & Governance Committee meeting on 26" September

2013.

All recommendations have been agreed by management to appropriate
timescales.

The key areas of control covered by the report are reviews of:-
1. Key Indicators of Performance

2. Strategic Financial Planning
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3. Financial Governance;

4. Financial Control.

RESOURCE IMPLICATIONS

None arising directly from this report.

LEGAL / RISK IMPLICATIONS
The External Auditors’ work supporting their Value for Money (VfM)
conclusion, as part of the statutory external audit, comprises a review to

determine if the Council has proper arrangements in place for securing
financial resilience.

REPORT AUTHOR

Stefan Garner, Director of Finance
LIST OF BACKGROUND PAPERS

Review of the Council's Arrangements for Securing Financial Resilience,
Grant Thornton — Audit & Governance Committee, 26" September 2013
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APPENDIX 1

Review of the Council's Arrangements for Securing Financial

Resilience

Management Response & Risk Assessment

Ref. | Area of review Key points for Responsibility Timescale | Risk Management response
consideration
1 Key Indicators * In the continued Executive Director Ongoing Medium / | Agreed — a regular review of
of uncertain economic Corporate Services High reserves and balances is
Performance climate, the Council undertaken including sensitivity
should seek to analysis. This will be reported as
maintain appropriate part of the budget review process
levels of reserves to inform the MTFS for 2014/15
» The Council should Executive Director Ongoing High Agreed — existing recovery

continue to review its
collection rate for
Council Tax, given the
impact of the welfare
reform changes.

Corporate Services

measures and management
monitoring arrangements have
been enhanced in 2013/14 given
the potential impact of Welfare
Benefit Reform (WBR) on council
tax collection levels and business
rates retention changes. The wider
impact of WBR is also now
reviewed regularly by CMT
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Ref. | Area of review Key points for Responsibility Timescale | Risk Management response
consideration
2 Strategic * The Council should Executive Ongoing Medium / | Agreed - Members are aware of
Financial address the underlying | Director High the challenges & issues faced — a
Planning deficit within its Corporate members’ workshop was held in
Medium Term Financial | Services July highlighting the key issues &
Plan. outlining the ‘Planning for a
Sustainable Future’ Strategy
(subsequently approved by
Cabinet on 22/8/13) — outlining the
Council’s proactive approach to
addressing the medium term
shortfall — which will inform the
budget setting process. A further
workshop is planned as part of the
budget process — in December
2013
» The Council should Executive Ongoing Medium Agreed — one of the 7 workstreams
explore areas where Director contained within the ‘Planning for a
costs could be reduced | Corporate Sustainable Future’ strategy is the
through closer working | Services exploration of opportunities for

arrangements with
other authorities.

Shared Services/Joint Working
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Ref. | Area of review Key points for Responsibility Timescale | Risk Management response
consideration
3 Financial * The Council should Executive Ongoing Medium Agreed — regular update briefings
Governance ensure it maintains a Director and training for Members on
programme of training | Corporate budgetary issues takes place. This
for members and Services will also include, in November

officers with budgetary
responsibility to add
strength to the
continued challenge
presented by the
current financial
climate.

2013, a briefing by Grant Thornton
to all Members on ‘Conflicts of
Interest and the Role of Members
& the Audit Committee in Good
Governance’

Budget managers have regular
meetings with their accountants,
who provide advice and guidance
relating to budgetary matters. All
budget managers receive training
in the use and application of the
financial system — with further
training planned for 2013/14.
Procurement training has recently
been delivered emphasising the
need to control expenditure, meet
statutory requirements and deliver
savings.
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Ref.

Area of review

Key points for
consideration

Responsibility

Timescale

Risk

Management response

For late 2013, implementation of a
budgetary management tool is
planned for all budget managers
which will, with the support of their
accountant, facilitate a more
proactive approach in the
management and understanding of
their budgets.

In addition, the ongoing
Performance Development Review
process identifies any additional
training requirements.

Financial
Control

* The Council should
continue to review
savings plans outlined
in Departments to
consider their impact
upon service provision
and to maintain their
alignment to the
Council's overarching
efficiency plans.

Executive
Director
Corporate
Services

Ongoing

Medium /
High

Agreed — one of the 7 workstreams
contained within the ‘Planning for a
Sustainable Future’ strategy is to
review service provision across all
Directorates. It has been
recognised that Corporate
Management Team will receive
and assess the results of these
reviews to identify the impact on
the whole organisation, Corporate
Priorities and the MTFS.




AUDIT & GOVERNANCE COMMITTEEAgenda Item 6

315T OCTOBER 2013

REPORT OF THE HEAD OF INTERNAL AUDIT SERVICES

FRAUD AND CORRUPTION UPDATE REPORT

EXEMPT INFORMATION

None

PURPOSE

To provide Members with an update of Counter Fraud work completed to date during the
financial year 2013/14.

RECOMMENDATIONS
That the Committee endorses:

1. The updated Counter Fraud Work Plan (Appendix 1)

2. The Fraud Risk Register (Appendix 2)

3. The Counter Fraud & Corruption Policy Statement, Strategy Guidance Notes
(Appendix 3)

4. The Whistleblowing Policy (Appendix 4)

EXECUTIVE SUMMARY

At its meeting of the 31st May 2012, this Committee endorsed the Counter Fraud and
Corruption Policy Statement, Strategy and Guidance Notes which included a specific Internal
Audit Counter Fraud Work Plan. As part of the strategy, progress against the plan is to be
reported to this committee on a regular basis. The work plan has been updated to reflect the
actions proposed for 2013/14 financial year (Appendix 1).

The Fraud Risk Register is reviewed quarterly and the latest version is attached as
Appendix 2. There are no significant fraud risks to the Authority.

Work is progressing with data matches identified through the National Fraud Initiative (NFI) in
the data matching exercise completed recently.

In line with good practice, the relevant counter fraud policies have been reviewed. The
Counter Fraud & Corruption Policy Statement, Strategy & Guidance Notes is attached at
Appendix 3 and the Whistleblowing Policy is attached at Appendix 4. The main changes to
the policies take into account the changes required under the Enterprise & Regulatory
Reform Act 2013 which states that any disclosure made using the Whistleblowing Policy,
within reasonable belief of the worker making the disclosure will only be protected if it is
made in the public interest.
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As the policies affect employees, they need to be consulted on with the Unions and be
approved by the Appointments and Staffing Committee. Consultation is currently underway
with the Trade Union Liaison Group and the policies will be reported to the next
Appointments & Staffing Committee. If any changes to the policies are required, they will be
reported back to this Committee before being presented to full Council.

RESOURCE IMPLICATIONS

None

LEGAL/RISK IMPLICATIONS BACKGROUND

None

SUSTAINABILITY IMPLICATIONS

None

BACKGROUND INFORMATION

None

REPORT AUTHOR

Angela Struthers ex 234

LIST OF BACKGROUND PAPERS

None

APPENDICES

Appendix 1 — Audit Counter Fraud Work Plan

Appendix 2 — Fraud Risk Register

Appendix 3 — Counter Fraud & Corruption Policy Statement, Strategy & Guidance Notes
Appendix 4 — Whistleblowing Policy
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TAMWORTH BOROUGH COUNCIL

COUNTER FRAUD AND CORRUPTION POLICY STATEMENT

| 1.0

2.0

3.0

4.0

The Councilfamwerth-Berough-Ceuneil fully recognises its

responsibility in relation to the spending of public money (Protecting the
Public Purse) and is committed to the fullest support for Councillors
and Employees in upholding the reputation of the Council and
maintaining public confidence in its integrity. It also recognises its
responsibilities under the Proceeds of Crime Act 2002 , Money
Laundering Regulations 2007 and the Bribery Act 2010.

The Council is committed to maintaining an ethical culture which does
not and will not tolerate any form of fraud and corruption. Any such
issues will be thoroughly investigated and, if confirmed, dealt with
rapidly in the strongest possible way. We will seek the strongest
possible sanctions against those who seek to defraud the Council. This
includes taking appropriate action against employees, Councillors,
contractors, external individuals and organisations.

To deliver the Council’s corporate priorities, aims and strategic
objectives we need to maximise the financial resources available to us.
In order to do this we must reduce the risk of fraud to an absolute
minimum.

This Policy Statement, together with the Counter Fraud & Corruption
Strategy and Guidance Notes, is intended to provide advice and
information to Employees and Councillors but suppliers, contractors
and the general public are also encouraged to use this advice and
guidance.
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1.0

1.1

1.2

COUNTER FRAUD AND CORRUPTION

Introduction

This strategy

STRATEGY

is a key element of the Council’s overall corporate

governance arrangements which aim to ensure the Council is well
managed and does the right things, in the right way, for the right
people, in a timely, inclusive, open, honest and accountable way. The
Council has a range of other interrelated policies and procedures that
provide a corporate framework to counter fraud activity. These have
been formulated in line with appropriate legislative requirements and

include:

Standing Orders & Financial Regulations,
National Code of Local Government Conduct,
Whistleblowing Policy,

Accounting procedures and records,

Sound internal control systems,

Effective Internal Audit,

Effective recruitment & selection procedures,
Disciplinary Procedures,

Fraud rResponse pPlan,

Benefits Prosecution Policy,

Data Protection Policy,

IT Security Policy,

Personnel Security Policy,

Physical Security Policy,

Constitution,

Scheme of Delegation,

Members hHandbook,

Code of Corporate Governance,

Gifts & Hospitality Policy & Register,
Anti-money Laundering Policy and Guidance,
Conflict of Interests Policy,

Other council procedures as appropriate,
Any relevant professional Codes of Ethics or obligations.

All references to fraud within this document include any type of fraud-
related offence. Fraud, theft, bribery and corruption are defined as
follows:

intentional false representation, including failure to declare information
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1.3

or abuse of position that is carried out to make gain, cause loss or
expose another to the risk of loss.”. The Eraud-Act2008Audit
Commission

Theft — “ a person shall be guilty of theft if he/she dishonestly
appropriates property belonging to another with the intention of
permanently depriving the other of it”. The Theft Act 1968.

Bribery — “A person (“P”) is guilty of an offence if either of the following
cases applies.

Case 1 is where—

(a)P offers, promises or gives a financial or other advantage to another
person, and

(b)P intends the advantage—

(i)to induce a person to perform improperly a relevant function or
activity, or

(ii)to reward a person for the improper performance of such a function
or activity.

(3)Case 2 is where—

(a)P offers, promises or gives a financial or other advantage to another
person, and

(b)P knows or believes that the acceptance of the advantage would
itself constitute the improper performance of a relevant function or
activity. (The Bribery Act 2010)

Corruption - “the offering, giving, soliciting or acceptance of an
inducement or reward which may influence the action of any person.”
(Fraud Audit Manual, the Audit Commission)

A dishonest act or fraudulent activity may be, but is not limited to, an
act or activity that is unethical, improper, or illegal such as:

theft of an asset including, but not limited to, money, tangible property,
intellectual property etc;

misappropriation, misapplication, destruction, removal, or concealment
of property;

false claims and/or misrepresentation of facts;

alteration of falsification of paper or electronic documents, including the
inappropriate destruction of paper or electronic documents;

7
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1.4

1.5

1.6

1.7

1.8

inappropriate use of computer systems including hacking and software
piracy;

embezzlement;
bribery, or corruption of any kind;
unlawful or undeclared conflict of interest;

unauthorised use or misuse of Council property, equipment, materials
or records;

Although a dishonest or fraudulent act may have criminal and/or civil
law consequences, the Council is not required to use a determination
by a criminal or civil body as the basis for determining whether an act is
dishonest or fraudulent, nor must the act rise to the level of a crime or
violation of civil law in order to constitute a violation of the Council’s
Conduct and Capability Policy.

The Council also expects that individuals and organisations (e.g.
partners, suppliers/contractors and service users) which it comes into
contact with, will act towards the Council with integrity and without
actions involving fraud or corruption. The Council in turn will
endeavour to ensure that all of its dealings will be on the same basis.

In administering its aims and responsibilities the Council is totally
committed to deterring fraud and corruption, whether it is attempted on
or from within the Council, and is committed to an effective counter
fraud and corruption strategy designed to:

. limit, as far as possible, the opportunities to commit
fraudulent acts - prevention,

o enable any such acts to be detected at an early stage,
and

. deal with any subsequent investigations in a prompt,

thorough and professional manner.

Overall responsibility for dealing with fraud and corruption rests with
the Executive Director Corporate Services, who is the nominated
Section 151 Officer having a statutory duty under Section 151 of the
Local Government Act 1972 to ensure that there are proper
arrangements in place to administer the Council’s financial affairs. He
is therefore the principal contact for all Councillors and employees.

Internal scrutiny of the Council’s various activities occurs as a result
of:-
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1.9  External scrutiny of the Council’s various activities occurs as a result of

the Executive Director Corporate Services Section 151
responsibilities and Section 114 Local Government
Finance Act 1988 responsibilities,

the establishment of sound Internal Audit arrangements
in accordance with the Accounts and Audit Regulations
2011, and

the responsibilities placed on the Monitoring Officer under

Section 5 of the Local Government and Housing Act
1989.

involvement by:-

Local Government Ombudsman,

External Auditor,

Central Government Departments and Parliamentary
Committees,

HM Revenues and Customs,

The Department for Work and Pensions

The general public.

1.10 This Counter Fraud and Corruption Strategy is based on a series of
comprehensive and inter-related procedures designed to deter any
attempted fraudulent or corrupt act. These cover:-

2.0 Objectives

Culture,

Prevention,

Detection and Investigation,
Recovery, Sanction and Redress,
Training and Awareness,

Sharing Information,
Implementing the Strategy.

2.1 The key objectives of this Counter Fraud and Corruption Strategy are

to:

Increase awareness of the counter-fraud responsibilities at all
levels within and outside the Council;

Further embed and support the effective management of fraud
risk within the Council;

Support counter-fraud activities across the Council;

Minimise the likelihood and extent of loss through fraud and
corruption.
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2.2

3.0
3.1

3.2

4.0

4.1

4.2

All of the above will directly support the achievement of the Council
priorities whilst ensuring that statutory responsibilities are met.

Roles and Responsibilities

Roles and responsibilities for identifying and mitigating against the risk
of fraud must be clearly understood and embraced effectively.

The risk of fraud and corruption is considered in the Council’s corporate
risk management arrangements. Chief Officers must therefore ensure
that:

Their risk register accurately reflects the risk of fraud and
corruption including any emerging risks;

Controls, including those in a computerised environment and for
new systems and procedures, are effective and are properly
maintained and documented,;

There is compliance with the Council’s Financial Regulations
and associated guidance, Standing Orders and any other
relevant codes of practice;

Those engaged in countering fraud and corruption, have the
appropriate authority, skills and knowledge to undertake this
work effectively;

That the necessary framework agreements to counter fraud are
in place where the Council is working with other organisations
either by way of contract or partnership. The Council will not
knowingly enter into any contractual agreement with an
organisation that fails to comply with its Code of Practice and/or
other related procedures.

Findings from fraud investigations lead to relevant system
changes.

Culture

The Council has determined that the culture and ethics of the Authority
is one of honesty and openness in all its dealings, with opposition to
fraud and corruption. This strategy forms part of the governance
arrangements for the authority.

The Council’'s Councillors and employees play an important part in
creating and maintaining this culture. They are encouraged to raise
any matters that concern them relating to the Council’'s methods of
operation in accordance with this Counter Fraud & Corruption Strategy
withor the Council’'s Whistleblowing Policy.

10
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4.3

4.4

4.5

46

4.7

4.8

The Council is committed to driving down Benefit Fraud. Both public
perception and organisational culture play key roles in achieving this
aim. All Councillors and Employees are therefore required to report
any known material changes affecting Benefit claims to the Benefits
Office. This specifically includes your own entitlement and of any
tenants or sub-tenants that you may have. Failure to do so will result in
the Councillor or Employee being subject to the Benefits Prosecution
Policy and Conduct and Capability Procedures. In addition, it is also a
requirement that the timely transfer of information you receive in your
normal business activities relating to any other customer who has
alerted you to a fact that affects Benefit awards is completed

The Council’'s Whistleblowing Policy ensures that those raising
concerns know they will be treated seriously and properly investigated
in a confidential and impartial manner. In raising concerns employees
can be assured that there-will-be-ro-victimisation-and-anonymity-will
berespected-whereverpossiblethey will be protected if the disclosure

is made in the publics interest and will not affect their employment
situation or future prospects with the Council.

Employees can raise their concerns in the first instance with their line
manager but where employees feel unable to raise concerns with their
immediate line manager/ supervisor they can deal direct with any of the
following:-

o the Section 151 Officer (Executive Director Corporate
Services),

Internal Audit,

the Chief Executive,

the Monitoring Officer,

any member of Corporate Management Team,

the External Auditor, or

any Trade Union Representative.

Elected Councillors, suppliers, contractors, and the general public are
also encouraged to report concerns through any of the above routes.

Unless there are good reasons to the contrary, any allegations
received by way of confidential letters or telephone calls will be taken
seriously and investigated in an appropriate manner. All concerns will
be treated in confidence and every effort will be made not to reveal
your identity if you so wish. At the appropriate time, however, you may
need to come forward as a witness, but this will be discussed with you,
as to whether and how the matter can be proceeded with.

The Nolan Committee set out the seven guiding principles that apply to
people who serve the public. The Council will develop our working
behaviour around these principles, which are attached as Appendix 1.

11
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5.0

5.1

Prevention
Employees

The Council recognises that a key preventative measure in the fight
against fraud and corruption is to take effective steps at the recruitment
stage to establish, as far as possible, the previous record of potential
employees, in terms of their propriety and integrity. In this regard
temporary, agency and contract employees should be treated in the
same manner as permanent employees. Chief Officers are
responsible for ensuring agencies engaged for the supply of temporary
employees have rigorous vetting processes and that references are
sought direct from previous clients with regard to the suitability and
integrity of the candidate.

Employee recruitment is required to be in accordance with procedures
laid down by the Council. Written references covering the known
honesty and integrity of potential employees and where required,
evidence of a licence to practice must always be obtained. All
qualifications will be verified. There will be an open and fair policy of
recruitment with no ‘canvassing’ or ‘favouritism’.

Employees of the Council are expected to follow any Code of Conduct
relating to their personal Professional Body and also abide by the
terms and conditions of employment as set out in the Contract of
Employment and the National Scheme of Conditions. The Council will
report any known impropriety to the relevant Institution for them to
consider appropriate disciplinary action.

Employees are reminded that they must comply within Section 117 of
the Local Government Act 1972 which requires any interests in
contracts that have been or are proposed to be entered into by the
Council to be declared. The legislation also prohibits the acceptance of
fees or rewards other than by means of proper remuneration. Details
are described within the Code of Conduct.

Managers are required to observe the formal Conduct and Capability
Procedures.

All employees are required to declare in a public register (held by the
Monitoring Officer) any offers of gifts or hospitality which are in any way
related to the performance of their duties in relation to the Authority.
Employees should also declare private work (paid or unpaid) etc.,

12

Page 86



5.2

52.1

522

5.3

5.3.1

which if permitted must be carried out during hours when not employed
on Council work, and should not be conducted from Council premises
or use any Council equipment/assets.

The above matters are brought to the attention of employees via
induction training and subsequently by internal communications.

Management at all levels are responsible for ensuring that employees
are aware of the Authority’s Financial Regulations and Standing
Orders, and that the requirements of each are being met. They are
also responsible for ensuring that appropriate procedures are in place
to safeguard the resources for which they are responsible, which
include accounting control procedures, working manuals and operating
procedures. Management must ensure that all employees have
access to these rules and regulations and that employees receive
suitable training.

Managers should strive to create an environment in which employees
feel able to approach them with concerns they may have about
suspected irregularities. If managers and employees are unsure of the
appropriate action they should consult with the Internal Audit Section.
Councillors

Councillors are required to operate within: -

o Sections 49 - 52 of the Local Government Act 2000,

. Local Authorities (Members’ Interest) Regulations 1992
(S.1. 618)

. The National Code of Local Government Conduct

. Any local code or amendments agreed and

. The Council’s Standing Orders and Financial
Regulations.

These matters are specifically brought to the attention of elected
Councillors at their induction and subsequent training. Councillors are
required to provide the Monitoring Officer with specific information
concerning their persenal-and-prejudicialdisclosable pecuniary interests
and to keep that information up to date, as required by-the-Loeal
Governmentand-Housing-Act-1989by sections 29-34 of the Localism
Act 2011. The Members Interests Register is held by the Monitoring
Officer.

Systems

The Council’'s Scheme of Delegation, Standing Orders and Financial
Regulations place a duty on all Councillors and employees to act in
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53.2

533

534

535

5.3.6

5.3.7

accordance with best practice when dealing with the affairs of the
Council.

The Executive Director Corporate Services has a statutory
responsibility under Section 151 of the Local Government Act 1972 to
ensure proper administration of financial affairs. Various Codes of
Practice outlining systems, procedures and responsibilities are widely
distributed to employees.

The Internal Audit Section assesses regularly the level of risk within the
Council with a view to preventing fraud and corruption. Such
assessments are discussed with Chief Officers and, where appropriate,
incorporated into work plans.

Significant emphasis has been placed on thorough documentation of
financial systems, and every effort is made to continually review and
develop these systems in line with best practice to ensure efficient and
effective internal controls and to include adequate separation of duties.
The adequacy and appropriateness of the Council’s financial systems
are independently monitored by both the Internal Audit Section and
External Audit. Any weaknesses identified in internal control will be
reported to management whose duty it will be to ensure that corrective
action is taken. The Section 151 Officer will use his statutory power to
enforce the required changes if necessary.

Chief Officers will ensure that internal controls, including those in a
computerised environment, are effectively maintained and documented
and will investigate any potential weaknesses.

Chief Officers must ensure that proportionate counter fraud measures
are applied to new systems/procedures.

It is evident across the country that an increasingly wide variety of
frauds are being perpetrated. The larger frauds may involve the
creation of multiple identities and false addresses, and involve different
agencies. Employees are therefore encouraged to liaise with those
other agencies, exchanging information, where possible and
appropriate to help prevent and detect such fraud. It is important that
arrangements exist, and are developed, to encourage the exchange of
information with other agencies including:-

other local and statutory authorities,

Chief Financial Officer Group,

local, regional and national Auditor networks,
government departments,

police forces,

the Audit Commission,

the National Anti-Fraud Network, and

any other Fraud Networks/Forums.
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5.3.8 The Council has established formal procedures to respond to
complaints received about any aspect of service delivery. Issues
relating to fraud and corruption will be passed directly to the Executive
Director Corporate Services. Specific guidance has also been issued to
all employees in relation to Proceeds of Crime and Money Laundering.
The Monitoring Officer acts as the Council’'s Money Laundering
Reporting Officer.

5.3.9 The Council will involve the police to prosecute offenders where
fraudulent or corrupt acts are discovered. This will be a matter for the
Executive Director Corporate Services, Monitoring Officer and the
Chief Executive to decide, in consultation with the relevant Chief
Officer.

6.0 Detection and Investigation

6.1  The Council’s preventative systems, particularly internal control
systems, provide indicators of fraudulent activity and are designed to
deter any fraudulent activity.

6.2 Itis often the alertness of elected Councillors, council employees, and
the general public to the possibility of fraud and corruption, that
enables detection to occur and appropriate action to take place.

6.3  Many frauds are discovered by chance, ‘tip-off’ or general audit work
and arrangements are in place to enable such information to be
properly dealt with.

6.4  Chief Officers are required by Financial Regulations to report all
suspected instances of fraud and corruption to the Executive Director
Corporate Services. Early reporting is essential to the success of this
strategy, and;

. ensures the consistent treatment of information regarding
fraud and corruption,

. facilitates a thorough investigation of any allegation
received by an independent unit (Internal Audit), and

. ensures maximum protection of the Council’s interests.

Suspicions that any transaction or dealing may involve the proceeds of
crime should be reported to the Monitoring Officer, who will ensure
such suspicions are reported to the appropriate authorities as required
by the relevant Act.

6.5 The investigating officer will be appointed by the Executive Director
Corporate Services. The investigating officer will usually be an Internal
Audit Officer, or in the case of Benefit Frauds, a Benefits Investigations
Officer. The investigating officer will;-
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6.6

6.7

6.8

6.9

6.10

6.11

6.12

6.13

6.14

deal promptly and confidentially with the matter,

record all evidence received,

ensure that evidence is sound and adequately supported,
ensure security of all evidence collected,

liaise as necessary and appropriate with the relevant
Chief Officer,

. liaise as necessary with external agencies e.g. Police,

o notify the Council's insurers if appropriate.

The Council can be expected to deal swiftly and thoroughly with any
employee who attempts to defraud the Council or who is corrupt. The
Council will deal positively with fraud and corruption or suspicions
thereof. Where appropriate, the Council’s disciplinary procedures will
be implemented.

There is a need to ensure that any investigation process is not misused
and, therefore, any abuse such as raising unfounded malicious
allegations may be dealt with as a disciplinary matter.

When it is found that fraud or corruption has occurred due to a break
down in the Council’s systems or procedures, Chief Officers will ensure
that appropriate improvements in systems of control are promptly
implemented in order to prevent a reoccurrence.

Depending on the nature and anticipated extent of the allegations, the
Internal Audit section will normally work closely with management and
other agencies such as the police to ensure that all allegations and
evidence is properly investigated and reported upon.

The Council’s disciplinary process will be used where the outcome of
the Audit Investigation indicates improper behaviour.

The Council will normally wish the police to independently prosecute
offenders where financial impropriety is discovered.

Any Councillor who is the subject of allegations of wrong doing can be
referred to the Standards-CommitteeMonitoring Officer efto the
authority (details on the website), who will determine what action
should be taken.

All contractors, consultants and organisations receiving funding from
the Council who are accused of wrong doing will be the subject of an
investigation and where appropriate an independent decision may be
taken to terminate the agreement/grant.

The Council’'s External Auditor has a responsibility to review the
Council’'s arrangements for the prevention, detection and investigation
of fraud and corruption and report accordingly.
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7.0
71

7.2

7.3

7.4

8.0

8.1

8.2

8.3

8.4

8.5

Recovery, Sanctions & Redress
Where the Council identifies fraud then it will:

Recover, prosecute or apply other sanctions to perpetrators, where
appropriate.

Where fraud or corruption by employees is indicated, then action will
be taken in accordance with the Council's Conduct and Capability
Policy. This may be in addition to any civil recovery action or
sanctions.

The Council aims to be effective in recovering any losses incurred to
fraud using, as appropriate, criminal and/or civil law. Success rates will
be monitored routinely as an indicator and part of the quality process.

Wherever possible, redress should be applied. This ensures that the
Council is seen as recovering money lost to fraud.

Training & Awareness

The Council recognises the importance of training in the delivery of
high quality services. The Council supports the concept of fraud
awareness training for managers and for employees involved in
internal control systems to ensure that their responsibilities and duties
in this respect are regularly highlighted and reinforced. Chief Officers
are responsible for training employees and promoting awareness of
fraud issues.

Investigation of fraud and corruption centres around the Council’s
Internal Audit and Benefits sections. Employees engaged in these
sections, for the detection and prevention of fraud, are properly and
regularly trained in all aspects of it. The training plans of the sections
will reflect this requirement.

Employees who ignore such training and guidance may face the
possibility of disciplinary action.

Regular training seminars will be provided for Councillors on a wide
range of topics including declarations of interest and the Code of
Conduct as detailed in the Constitution.

The Council will maintain an up to date awareness of the types of fraud
that it may be exposed to, especially given the ongoing financial
situation and the resourcefulness of potential fraudsters. It will review
national developments and strengthen systems and procedures
accordingly using the following key sources of information:

National Fraud Reports

National Anti-Fraud Network
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9.0

9.1

9.2

9.3

10.0
10.1

10.2

10.3

11.0

Midlands Fraud Forum
Local Networking through Staffordshire and the Midlands

Any other sources of fraud awareness/updates etc.

Sharing Information

The Council is committed to working with other agencies in the
detection and prevention of fraud.

Information will be shared internally and with other government
departments and other agencies eg insurance companies for the
purposes of fraud prevention and detection. This information will be
shared in accordance with the principles of the Data Protection Act
1998 and other appropriate legislation.

The Council participates in national data sharing exercises, i.e. the
National Fraud Initiative to enable the proactive detection of fraud.

Implementing the Strategy

Internal Audit will undertake an annual assessment of the effectiveness
of existing counter-fraud and corruption arrangements against:

CIPFA’s Red Book 2 Fraud Standards
Other best practice/statutory guidance as required
The roles and responsibilities as set out in Appendix 2 of this strategy.

Internal Audit will complete the Counter Fraud Work Plan as detailed in
Appendix 5.

Internal Audit will report its findings to the Audit and Governance
Committee who will consider the effectiveness of the counter-fraud risk
management arrangements.

Conclusions

The Council’s systems, procedures, instructions and guidelines are
designed to limit, as far as is practicable, acts of fraud and corruption.
All such measures will be kept under constant review to ensure that
they keep pace with developments in prevention and detection
techniques regarding fraudulent or corrupt activity.
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11.2 The Council will maintain a continuous review of all its systems and
procedures through the Executive Director Corporate Services and

Internal Audit, in consultation with the Monitoring Officer where
required.
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1.0

1.1

1.2

1.3

1.4

1.5

COUNTER FRAUD AND CORRUPTION
GUIDANCE NOTES

Why Do We Need a Counter Fraud And Corruption Strategy?

Even though the vast majority of people working for the Council are
honest and diligent, the Council cannot be complacent. Fraudulent or
corrupt acts may include:

System issues ie where a process/system exists which can be
abused by either employees or members of the
public (eg Housing Allocations)

Financial issues ie where individuals or companies have
fraudulently obtained money from the Council
(eg invalid invoices/work not done, Housing

Benefit fraud)

Equipment issues ie where Council equipment is used for personal
use (eg personal use of council telephones)

Resource issues ie where there is misuse of resources (eg theft of
building materials/cash)

Other issues ie activities undertaken by officers of the Council

which may be: unlawful; fall below established
standards or practices; or amount to improper
conduct (eg receiving unapproved hospitality)

(This is not an exhaustive list.)

The prevention of fraud, and the protection of the public purse is
EVERYONE'’S BUSINESS. It is important that all employees know:

o how to recognise a fraud,
o how to prevent it, and
o what to do if they suspect that they have come upon a fraud.

This guidance has been drawn up to provide information to employees
at all levels. The strategy and guidance attempt to assist employees
and others with suspicions of any malpractice. The overriding concern
is that it is in the public interest for the malpractice to be corrected and,
if appropriate, sanctions and redress applied.

It is important that employees should be able to use any mechanism
without fear of victimisation, and fully know that their concerns will be
addressed seriously, quickly and discreetly.

It is important that the whole Council works together to reduce Benefit
Fraud. All employees are therefore required to transfer relevant
information gathered in their normal day to day activities about possible
Benefit irregularities to the Benefits Office, at Marmion House. So, for
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1.6

1.7

1.8

2.0

2.1

example, if during a routine visit/interview you become aware that a
customer is working and “signing on” which they may be entitled to do
so but you must tell the Benefits office this information. The Benefits
office will assess the matter and investigate where appropriate. You
are not expected to and must not delve any further.

The Council has determined that it should have a culture of honesty
and openness in all its dealings, with opposition to fraud and
corruption. The Council's Whistleblowing Policy does this by :-

o making it clear that vigilance is part of the job. Knowingly not
raising concerns may be a serious disciplinary offence,

o recognising that early action may well prevent more worry or
more serious loss/damage,

o making it safe and simple to convey critical information ensuring
that any concern in this area is seen as a concern and not a
grievance,

o encouraging information exchange, remembering that there are
two sides to every story,

o providing a way in which concerns can be raised in confidence
and not necessarily via the nominated line manager or
supervisor,

o recognising the need for discretion,

) ensuring the anonymity of the individual, where possible, should

this be preferred by the employee, and by protecting employers
from reprisals.

Under the Enterprise and Regulatory Reform Act 2013, any disclosure
made using the Whistleblowing Policy, within reasonable belief of the
worker making the disclosure will only be protected if it is made in the
public interest. More detail is found in the Whistleblowing Policy.tnline

There is a need to ensure that any investigation process is not misused
and, therefore, any abuse such as raising unfounded malicious
allegations may be dealt with as a disciplinary matter.

Why Do We Need This Advice?

It is important that you follow the advice given and do not try to handle
the problem yourself, without expert advice and assistance. A badly
managed investigation may do more harm than good. There are a
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3.0

3.1

3.2

3.3

3.4

number of internal and external processes which have to be followed to
yield a satisfactory conclusion.

How To Recognise A Fraud

Each employee must be aware of fraud and the areas within their
responsibility where fraud may occur.

Fraud can happen wherever employees or independent contractors
complete official documentation and can take financial advantage of
the Council. The risk of fraud is enhanced where employees or
contractors are in positions of trust or responsibility and are not
checked or subjected to effective monitoring or validation.
Consequently the following areas are susceptible to fraud:-

claims for work done by independent contractors,
travel and expense claims,

cash receipts/ petty cash,

payroll,

ordering, and

stocks and assets.

Fraud involves the falsification of records, failing to disclose information
or abuse of position. Managers need to be aware of the possibility of
fraud when presented with claims/forms/documentation etc. Issues
which may give rise to suspicions are:-

¢ documents that have been altered, “Tippex” used thereon, or
different pens and different hand writing,

¢ claims that cannot be checked, particularly if prior authorisation was

not given,

strange trends (use comparisons and reasonableness),

confused, illegible text and missing details,

delays in documentation, completion or submission, and

no vouchers or receipts to support claims.

There are a number of indications of an employee being in a situation
whereby they could be acting fraudulently. Common indicators could
be:-

living beyond their means,

under financial pressure ,

not taking annual leave, and

solely responsible for a “risk” area and/or possibly refusing to
allow another officer to be involved in their duties and/or have
minimal supervision.
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4.0

4.1

4.2

4.3

How To Prevent It

By establishing an adverse culture to fraud and corruption the Council
can help to prevent its occurrence.

Managers need to :-
= Minimise the opportunity for fraud — this can be achieved by
putting in place robust systems of internal controls and checks.
= Reduce the “Pay — Off” — this is achieved by increasing the
chances of detection and increasing the penalty for the
perpetrator so risks outweigh the benefits of getting “away with
it”

There are 8 basic control types which management should concern
themselves with: -

Supervision

Supervisory checks should be completed and recorded by the line
manager on the work completed by his/her team.

Organisation

Within each system, there should be policies/procedures setting out
how functions should be carried out. There should be clear
structures/rules which employees should work within.

Authorisation

Within a system there should be authorisation controls e.g. controls to
authorise a payment (electronic/physical signature), and the correct
level of authority is used in decision making.

Personnel

There should be clear roles and responsibilities and appropriate level
of delegation. The right person should be doing the right job.

Segregation of Duties

Seek to avoid the sole ownership for the processing and control
functions of any activity, by one employee.

Physical

This relates to physical controls e.g. access to monies, documents,
security of premises etc should be appropriate and restricted where
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44.

4.5

5.0

5.1

necessary. Where restricted access is necessary, access to keys/door
numbers etc should be retained by the person granted access rights.
They should not be left on the premises. Inventory checks ensure that
assets are controlled.

Arithmetical Accuracy

Checks completed by another person to confirm the accuracy of data
input/independent reconciliations of cash floats etc.

Management Functions

Within the system there should be controls for monitoring and reporting
upon activity e.g the production of audit trail reports from systems etc.
Monitoring to highlight irregularity/non-compliance with rules and
procedures and reporting — being accountable for actions.

Employees need to be aware of the possibility of fraud when presented
with claims/forms/ documentation, etc. They should also have an
awareness of internal rules and procedures; i.e. financial regulations,
standing orders, declarations of outside work, hospitality etc.

Deterrence and prevention is the primary aim and if managers
implement and control areas as mentioned in 4.3, any deviation from
the set procedure should be highlighted in a timely manner.

What To Do On Suspecting A Fraud
Action By Employees

The Council is committed to the highest possible standards of
openness, probity and accountability. Any employee who believes
such standards are being breached should report their suspicions.
This can be done via the Council’'s Whistleblowing Policy or you can
contact the Executive Director Corporate Services, Internal Audit or a
Chief Officer.

You should report the matter immediately, make a note of your
suspicions and provide as much factual information to support your
concerns. Concerns are better raised in writing.

The background and the history of the concern, giving names, dates
and places where possible, should be set out and the reason why the
individual is particularly concerned about the situation. Those who do
not feel able to put their concern in writing can telephone or meet the
appropriate officer. The earlier the concern is expressed, the easier it
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5.2

52.1

522

523

6.0

6.1

is to take action. Individuals may invite their trade union or
professional association to raise a matter on their behalf.

Do not try to carry out an investigation yourself. This may damage any
investigation carried out by the Internal Audit section, the Benefits
Investigations Officer or an appointed investigator. Help the official
investigators by providing information as and when requested and by
giving a written statement when required.

Action By Managers

If managers become suspicious of any action by an employee or
supplier or such suspicions are reported to them they should follow
these simple rules.

o if possible establish if the irregularity (potential fraud, corruption
or error) is a genuine error or possible fraud.
. contact their Chief Officer or any other officer as identified in the

Counter Fraud and Corruption Strategy, who will contact the
Executive Director Corporate Services or the Internal Audit
section.

o contact the Director Transformation & Corporate Performance,
where there may be implications under the disciplinary
procedures for officers.

o do nothing else, except remain vigilant and await further
instructions from the investigating team.

The Council is required to report any cases in which it is suspected that
transactions involve the proceeds of crime. If employees or managers
have any such suspicion, this should be reported immediately to the
Monitoring Officer, who shall advise on the necessary action and
ensure the matter is reported to the appropriate authorities.

Details of the relevant contacts can be found in Appendix 4.

What Happens To The Allegation

The Executive Director Corporate Services or his investigating officer,
will normally carry out a full enquiry even where there is clear evidence
of an offence following the Fraud Response Plan (Appendix 3). A full
report will be copied and sent to:-

. the relevant Chief Officer, and
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6.2

6.3

) the Chief Executive to consider if there needs to be any police
involvement.

It is essential that the Executive Director Corporate Services
investigation should be a complete one and the investigating officer to
whom it is delegated is entitled to expect the fullest co-operation from
all employees.

A full detailed report on any system control failures and recommended
actions to address the failures will be issued to the relevant manager in
the format of an internal audit report.
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Appendix 1

Selflessness

Holders of public office take decisions in terms of the public interest. They
should not do so in order to gain financial or other material benefits for
themselves, their family, or their friends.

Integrity

Holders of public office should not place themselves under any financial or
other obligation to outside individuals or organisations that might influence
them in the performance of their official duties.

Objectivity

In carrying out public business, including making public appointments,
awarding contracts, or recommending individuals for rewards and benefits,
holders of public office should make choices on merit.

Accountability

Holders of public office are accountable for their decisions and actions to the
public and must submit themselves to whatever scrutiny is appropriate to their
office.

Openness

Holders of public office should be as open as possible about all the decisions
and actions that they take. They should give reasons for their decisions and
restrict information only when the wider public interest clearly demands.
Honesty

Holders of public office have a duty to declare any private interests relating to
their public duties and to take steps to resolve any conflicts arising in a way
that protects the public interest.

Leadership

Holders of public office should promote and support these principles by
leadership and example.
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Appendix 2

Statement of Expected Responsibilities

Stakeholder

Expected Responsibilities

Chief Executive

Ultimately accountable as Head of Paid Service for the
effectiveness of the Council’'s arrangements for
countering fraud and corruption as well as corporate
governance.

Executive Director
Corporate Services
(Section 151 Officer)

The Executive Director Corporate Services has a
statutory duty, under Section 151 of the Local
Government Act 1972, Sections 114 and 116 of the
Local Government Finance Act 1988 and Accounts
and Audit Regulations 2011 to ensure the proper
administration of the Council’'s financial affairs. This
includes Internal Audit and Benefit Fraud.

Solicitor to the
Council (Monitoring
Officer)

To advise Councillors and officers on ethical issues,
standards and powers to ensure that the Council
operates within the Law and Statutory Codes of
Practice. The operation of the Council’'s Money
Laundering Policy And Regulation of Investigatory
Powers Act (RIPA) 2000 Policies and Procedures.

Maintain a Register of Disclosable Pecuniary Interests.

Director To put in place a corporate recruitment and selection

Transformation & policy and monitor compliance against it.

Corporate

Performance

Chief Officers To ensure that fraud and corruption risks are
considered as part of the Council’'s corporate risk
management arrangements. To ensure that actions to
mitigate risks in this area are effective. To notify the
Executive Director Corporate Services of any fraud
arising in a timely manner.

Corporate Challenge new policies and strategies to ensure that

Management Team

fraud and corruption risks have been taken into
account. Review the corporate framework designed to
promote an over-riding counter-fraud culture on a
regular basis. This will include monitoring and
evaluating arrangements to ensure effectiveness and
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compliance with best practice.

Audit and To monitor the Council’s policies and consider the
Governance effectiveness of the arrangements for Counter Fraud
Committee and Whistleblowing.

Standards The Committee monitors and advises upon the Code
Committee of Conduct for members.

Deputy leader &
Portfolio holder —
Core
ServOperationsices
and Assets

To champion the Council’'s Counter Fraud & Corruption
arrangements and promote them at every opportunity.

Elected Councillors

To support and promote the development of a strong
counter fraud culture.

Audit
CommissionExternal
Audit

Statutory duty to ensure that the Council has in place
adequate arrangements for the prevention and
detection of fraud, corruption and theft.

Internal Audit

Responsible for developing and implementing the
Counter Fraud and Corruption Policy Statement,
Strategy and Guidance Notes and investigating any
issues reported under this policy. Reporting on the
effectiveness of controls to the Audit and Governance
Committee. To ensure that all suspected or reported
irregularities are dealt with promptly and in accordance
with this Strategy and that action is identified to
improve controls and reduce the risk of recurrence.

Senior Managers

To promote employee awareness and ensure that all
suspected or reported irregularities are immediately
referred to Executive Director Corporate Services. To
ensure that there are mechanisms in place within their
service areas to assess the risk of fraud, corruption
and theft and to reduce these risks by implementing
robust internal controls.

Employees

To comply with Council policies and procedures, to be
aware of the possibility of fraud, corruption and theft,
and to report any genuine concerns to the appropriate
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management, the Chief Executive, the Executive
Director Corporate Services or Internal Audit.

Public, Partners,
Suppliers,
Contractors and
Consultants

To be aware of the possibility of fraud and corruption

against the Council and report any genuine concerns
or suspicions. To ensure that effective controls are in
place to mitigate risks to the Council.

30

Page 104




Appendix 3
Tamworth Borough Council

Fraud Response Plan
OPERATIONAL CONTROL

Sources of
INTERNAL AUDIT STAFF N°t'f'cat'°“l EAD OF INTERNAL AUDIT
Preliminary Authorise (inc. requirements of RIPA
Investigation - d re surveillance) and co-ordinate
initial investigation
Carry out in-depth investigation. | Yes | _No |
Obtain all relevant evidence.
Secure all original documents Complete SI File for future
< control form. reference
Assess staff A
y requirement
Are initial suspicions confirmed? No “
Yes Assess situation disclosed. Discuss possible
] i’ suspensions
Determine action to be taken
Draft interview questions and agree Determine what interviews are required
with Head of Internal Audit <
- Is criminality a possibility?

el Lel

Conduct and A P Cc?nsult police
record interviews [« _Arrange > informally
interviews
» Is any further work required?

A

Yes No
Complete further work | |

* |

Prepare audit report

! !

A

Review and approve audit report

4

Set up any necessary supporting files Issue report as appropriate
— | Criminal? _‘ Disciplinary? r_
7 ]
; ; 31
Carry out all post-audit reviews Police Departmental
management
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Appendix 4

HOW TO REPORT ANY SUSPECTED FRAUDS, CORRUPTION, OTHER
IRREGULARITIES OR CONCERNS

To contact Internal Audit Services

Contact: Angela Struthers, Head of Internal Audit Services
Tel: 01827 709234 email: angela-struthers@tamworth.gov.uk

Write to  Head of Internal Audit Services (Confidential)
Tamworth Borough Council
Marmion House,
Lichfield Street
Tamworth
B79 7BZ

Alternatively you can contact:

John Wheatley, Executive Director Corporate Services
Tel: 01827 709252 email: john-wheatley@tamworth.gov.uk

Jane Hackett, Solicitor to the Council and Monitoring Officer
Tel: 01827 709258 email: jane-hackett@tamworth.gov.uk

Tony Goodwin, Chief Executive
Tel: 01827 709220 email: tony-goodwin@tamworth.gov.uk

To contact the Council’s external auditor
Write to:

B90-4BNGrant Thornton UK LLP
Colmore Plaza

20 Colmore Circus

Birmingham

West Midlands

B4 6AT

Tel: 0684479871730121 212 4000
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To report Housing and Council Tax Benefit Fraud contact;
Tamworth Borough Council Benefits Fraud Team : 01827 709525/541

National Benefit Fraud Hotline 88003286340-0800 854 440 or
text phone number 868003286344-0800 328 0512 or
Write to PO Box No. 647, Preston, PR1 1WA
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Document Location

This document is held by Tamworth Borough Council, and the document owner is
Jane Hackett, Solicitor to the Council & Monitoring Officer.

Printed documents may be obsolete. An electronic copy will be available on

Tamworth Borough Councils Intranet. Please check for current version before
using.

Revision History

Revision Date Version Control Summary of changes
01/03/12 1.01.01 Scheduled review
29/07/13 1.01.02 Changes under the

Enterprise and
Regulatory Reform Act

2013
Approvals
Name Title Approved
Full Council Committee Approval 44/9/42 Yes
Audit & Committee Approval Yes
Governance
Committee
CMT Group Approval Yes
TULG Trade Union Consultation Yes
Jane Hackett Solicitor to the Council & Monitoring Officer Yes¥Yes
Angela Struthers Head of Internal Audit Services Yes

Document Review Plans

This document is subject to a scheduled annual review. Updates shall be made
in accordance with business requirements and changes and will be with
agreement with the document owner.
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Distribution

The document will be available on the Intranet and the website.
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TAMWORTH BOROUGH COUNCIL

1.1

1.2

WHISTLEBLOWING POLICY

Introduction

The Public Interest Disclosure Act 1998 became law in July, 1999. This
Act, introduced the protection of whistleblowers; and removes the limits
of financial liability to which an organisation is exposed should a
whistleblower receive unfair treatment. This policy document sets out the
Council’s response to the requirements of the Act.

Under the Enterprise and Regulatory Reform Act 2013, any disclosure

made using the Whistleblowing Policy, within reasonable belief of the

worker making the disclosure will only be protected if it is made in the

public interest. It must also show one or more of the following:

(a)that a criminal offence has been committed, is being committed - - | Formatted: Font: 12 pt

h ‘[ Formatted: Indent: Left: 2.54 cm

or is likely to be committed,

(b)that a person has failed, is failing or is likely to fail to comply with
any legal obligation to which he is subject,

(c)that a miscarriage of justice has occurred, is occurring or is likely
to occur,

(d)that the health or safety of any individual has been, is being or is
likely to be endangered,

(e)that the environment has been, is being or is likely to be
damaged, or
(Pthat information tending to show any matter falling within any one

of the preceding paragraphs has been, is being or is likely to be
deliberately concealed.

This policy is designed for workers. Workers include:

-employees;; - Tormatted: Indent: First line: 1.04

however-the-Council's-partners-or-members-of-the-public-can cm
;

|

alseagency workers;

people that are training with an employer but not employed: and - IF_orm‘atted: Indent: Left: 2.54 cm,
self-employed workers, if supervised or working off-site. First line: 0 cm

|
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1.3

14

1.6

1.7

{ Formatted: Font: Bold

)

‘[ Formatted: Right

)

—roioceconcomnoninadnadecon ol e e crcleciad nder the - ‘{Formatted: Indent: Left: 1.5 cm,

:

Local Government employees have an individual and collective
responsibility regarding their conduct and practices, which are always
subject to scrutiny. As individuals, employees are required to work within
the Code of Conduct for Tamworth Borough Council Employees and the
relevant codes of conduct including the standards appropriate to their
professional organisations or associations. The Council’s regulatory
framework also includes Financial Regulations and Contract Standing
Orders that must be met.

All employees have a duty to bring to the attention of management any
deficiency in the provision of service and any impropriety or breach of
procedure, in accordance with Financial Regulations.—teases:”

Employees are often
the first to reallse that there may be somethmg seriously wrong within the

Council. However, they may not express their concerns because they
feel that speaking up would be disloyal to their colleagues or to the
Council. They may also fear harassment or victimisation. In these
circumstances it may be easier to ignore the concern rather than report
what may just be a suspicion of malpractice.

The Council is committed to the highest possible standards of openness,
probity and accountability. In line with that commitment it expects
employees, and others that it deals with, who have serious concerns
about any aspect of the Council’'s work to come forward and voice those
concerns. It is recognised that most cases will have to proceed on a
confidential basis.

This policy document makes it clear that you can do so without fear of
victimisation, subsequent discrimination or disadvantage. This
Whistleblowing Policy is intended to encourage and enable anyone to
raise serious—concerns_in the public interest, in good faith within the

Council rather than overlooking a problem or ‘blowing the whistle’
outside.
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| Appendix 4« - { Formatted: Font: Bold )

* { Formatted: Right ]

trustees etc)

14.91.8 These procedures are in addition to the Council's complaints procedures<- - - { Formatted: Bullets and Numbering |
including the Grievance Procedure and the Dignity and Respect at Work
Policy, and other statutory reporting procedures applying to some
Services. ‘leuororosoensitlotfermaalking copdecsom ovmroofdhe
castones e rinnnosreendne

| 4-401.9 This policy has been discussed with the relevant trade unions and*’**{Formatted: Bullets and Numbering ]
professional organisations and has their support.

2, Aims and Scope of this Policy

2.1 This policy aims to:

e encourage you to feel confident in raising serious-concerns that are in
the public interestand—to—question—and—act—upon—concerns—about
srosten

e provide avenues for you to raise those concerns and receive
feedback on any action taken

e ensure that you receive a response to your concerns and that you are
aware of how to pursue them if you are not satisfied

e reassure you that you will be protected from possible reprisals or
victimisation if you have a reasonable belief that you have made any
disclosure in good faith.

22 There are existing procedures in place to enable you to disclose eertain
particular concerns. These are:

. The Authority’s Grievance Procedure which enables you to lodge a
grievance relating to your own employment;

o The Authority’s Counter Fraud and Corruption Policy Statement,
Strategy & Guidance Notes, which outlines how you can disclose
potential fraud, bribery, corruption and theft;

o The Authority’s Dignity and Respect at Work Policy, which enables
you to disclose cases of potential harassment and bullying;

o The Authority’s Children & Vulnerable Adult Protection Policy
(which has its own Whistleblowing Policy in place), for disclosures
regarding suspected mistreatment of children and vulnerable adults.

6
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B \[ Formatted: Right ]
23 Thispoliovisi I : I tall oute
Leonduct which-is-an-offence-or-a-breach-of law <~~~ { Formatted: Bullets and Numbering |

)

)

2-6This policy does not replace the corporate complaints procedure or other<: - - 7 Formatted: Indent: Left: 0 cm,

L. .. . . . \ Hanging: 1.5 cm, Tab stops: 1.5 cm,
existing policies for raising issues regarding your employment. | Left & Not at 2.5 cm

N
{Formatted: Bullets and Numbering ]

3 Safeguards

3 11 imbimmicat;

3.23.1_The Council is committed to good practice and high standards and shall< - - - { Formatted: Bullets and Numbering |
be supportive of employees.

3:33.2 The Council recognises that the decision to report a concern can be a**'**{Formatted: Bullets and Numbering ]
difficult one to make. If what you are saying is truewithin reasonable
belief, you should have nothing to fear because you will be doing your
duty to your employer and those for whom you are providing a service.

| 3:43.3 The Council will not tolerate any harassment or victimisation (including«- - - Formatted: Bullets and Numbering
informal pressures) and will take appropriate action to protect you when
you raise a concern in good faith.

7
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5.1

52

53

6.1

7.1

Confidentiality

All concerns will be treated in confidence and every effort will be made
not to reveal your identity if you so wish. At the appropriate time,
however, you may need to come forward as a witness, but this will be
discussed with you, as to whether and how the matter can be proceeded
with .

Anonymous Allegations

This policy encourages you to put your name to your allegation whenever
possible.

Concerns expressed anonymously are much less powerful but will be
considered at the discretion of the Council.

In exercising this discretion the factors to be taken into account would
include:

¢ the seriousness of the issues raised
¢ the credibility of the concern; and
¢ the likelihood of confirming the allegation from attributable sources.

Untrue Allegations

If you make an allegation in good faith, but it is not confirmed by the
investigation, no action will be taken against you. If, however, you make
an allegation frivolously, maliciously or for personal gain, disciplinary
action may be taken against you.

How to Raise a Concern

As a first step, you should normally raise concerns with your immediate
manager or their superior. This depends, however, on the seriousness
and sensitivity of the issues involved and who is suspected of the
malpractice. For example, if you believe that management is involved,
you should approach the Chief Executive, Executive Director Corporate
Services, Solicitor to the Council or Head of Internal Audit Services.

8
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7.2

8.1

8.2

8.3

Where you feel unable to raise the concerns internally due to the nature
of the disclosure you should contact the Audit Commission on their
Confidential Public Interest Disclosure phone line — 0845-052-26460303
444 8330. The Commission will then ensure that the disclosure is
properly investigated.

To raise a concern is respect of Benefits Fraud, you can contact the
Benefits fraud section on 01827 709525/541. Alternatively you can call
the National Benefit Fraud Hotline telephone number 0800 328-6340854
440 or text phone number 0800 328 63441-0512 or write to them at PO
Box No. 647, Preston, PR1 1WA.

External contacts

While it is hoped that this policy gives you the reassurance you need to
raise such matters internally, it is recognised that there may be
circumstances where you can properly report matters to outside bodies,
such as prescribed regulators, some of which are outlined below, or the
police, or if applicable your own union, will be able to advise you on such
an option and on the circumstances in which you may be able to contact
an outside body safely.

Relevant Prescribed Regulators are as follows:

Health and Safety risks Health and Safety Executive

Environmental issues The Environmental Agency

Fraud and Fiscal Irregularities  Serious Fraud Office, HM Revenues &
Customs

Public Sector Finance National Audit Office

and Audit Commission
Competition & Consumer Law  Office of Fair Trading

Elected Member’'s conduct Standards— Committee— for — the« -

authoritySolicitor to the Council &
Monitoring Officer

Others Certification Officer (Trade Unions), «--

Charity Commission,
Information Commissioner

Concerns may be raised verbally or in writing. Staff who wish to make a
written report are invited to use the following format:

o the background and history of the concern (giving relevant dates);
o the reason why you are particularly concerned about the situation.

9
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| Appendix 4« . _- - Formatted: Font: Bold ]

* { Formatted: Right ]
8-4The earlier you express the concern the easier it is to take action - <~~~ { Formatted: Bullets and Numbering |
84—

8.5 ' o

allegatiand yen;—you will need to be able to demonstrate to the person
contacted that there are reasonable grounds for your concern.

| 8.6 Contact points for Aadvice/guidance on how to pursue matters of
concern can be obtained from:

Chief Executive — 709220

Executive Director Corporate Services — 709252
Solicitor to the Council & Monitoring Officer — 709258
Head of Internal Audit Services — 709234

8.7 You may wish to consider discussing your concern with a colleague first
and you may find it easier to raise the matter if there are two (or more) of
you who have had the same experience or concerns.

8.9 You may invite your trade union; professional-association—representative

or_professional association representative or a friendmember of staff to
be present during any meetings or interviews in connection with the
concerns you have raised.

9. How the Council Will Respond

9.1 The Council will always respond to your concerns. Do not forget that
testing out your concerns is not the same as either accepting or rejecting
them.

9.2 Where appropriate, the matters raised may:

e be investigated by management, internal audit, or through the
disciplinary process

o be referred to the police
be referred to the external auditor
form the subject of an independent inquiry.

9.3 In order to protect individuals and those accused of misdeeds or possible
malpractice, initial enquiries will be made to decide whether an
investigation is appropriate and, if so, what form it should take. The
overriding principle which the Council will have in mind is the public
interest. Concerns or allegations which fall within the scope of specific
procedures (for example, child protection or discrimination issues) will
normally be referred for consideration under those procedures.

10
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9.4

9.5

9.6

9.7

Some concerns may be resolved by agreed action without the need for
investigation. If urgent action is required this will be taken before any
investigation is conducted.

Within ten working days of a concern being raised, the Solicitor to the
Council will write to you:

acknowledging that the concern has been received

indicating how the Council propose to deal with the matter

giving an estimate of how long it will take to provide a final response
telling you whether any initial enquiries have been made

supplying you with information on how the Council will support you if
you think this is necessary, whilst the matter is under consideration,
and

o telling you whether further investigations will take place and if not,
why not.

The amount of contact between the officers considering the issues and
you will depend on the nature of the matters raised, the potential
difficulties involved and the clarity of the information provided. If
necessary, the Council will seek further information from you.

Where any meeting is arranged, off-site if you so wish, you can be
accompanied by a trade union officer or professional association
representative or a friendmember of staff.

9:99.8 The Council accepts that you need to be assured that the matter has+

10.

10.1

been properly addressed. Thus, subject to legal constraints, we will
inform you of the outcome of any investigation.

The Responsible Officer
The Solicitor to the Council & Monitoring Officer has overall responsibility

for the maintenance and operation of this policy. That officer maintains a
record of concerns raised and the outcomes (but in a form which does

11
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not endanger your confidentiality) and will report as necessary to the
Council.

11. How the Matter can be Taken Further

11.1  If you feel that the Council has not responded correctly at any stage,
remember you can go to the other levels and bodies mentioned earlier.
While it cannot be guaranteed that all matters will be addressed in the
way that you might wish, it will always be the Council’s intention to
handle the matter fairly and properly. By using this policy, you will help
achieve this

11.2  If you do take the matter outside the Council, you should ensure that you
do not disclose confidential information. Check with the contact point
about that.

12
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Agenda ltem 7

AUDIT & GOVERNANCE COMMITTEE
315T OCTOBER 2013

Report of the Head of Internal Audit Services

INTERNAL AUDIT QUARTERLY REPORT 2013/14 QUARTER 2
EXEMPT INFORMATION

None

PURPOSE

To report on the outcome of Internal Audit’s review of the internal control, risk
management and governance framework in the 2" quarter of 2013/14 - to
provide members with assurance of the ongoing effective operation of an
internal audit function and enable any particularly significant issues to be
brought to the Committee’s attention.

RECOMMENDATIONS

That the Committee considers the attached quarterly report and raises any
issues it deems appropriate.

EXECUTIVE SUMMARY

The Accounts and Audit Regulations 2011 (as amended) require each local
authority to publish an Annual Governance Statement (AGS) with its Annual
Statement of Accounts. The AGS is required to reflect the various
arrangements within the Authority for providing assurance on the internal
control, risk management and governance framework within the organisation,
and their outcomes.

One of the sources of assurance featured in the AGS is the professional
opinion of the Head of Internal Audit on the outcome of service reviews.
Professional good practice recommends that this opinion be given periodically
throughout the year to inform the “annual opinion statement”. This opinion is
given on a quarterly basis to the Audit & Governance Committee.

The Head of Internal Audit Services quarterly opinion statement for July —
Sept 2013 (Qtr2) is set out in the attached document, and the opinion is
summarised below.

Based on the ongoing work carried out by and on behalf of Internal Audit and
other sources of information and assurance, my overall opinion of the control
environment at this time is that “reasonable assurance” can be given. Where
significant deficiencies in internal control have been formally identified by
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management, Internal Audit or by external audit or other agencies,
management have given assurances that these have been or will be resolved
in an appropriate manner. Such cases will continue to be monitored. Internal
Audit’s opinion is one of the sources of assurance for the Annual Governance
Statement which is statutorily required to be presented with the annual
Statement of Accounts.

Specific issues:

No specific issues have been highlighted through the work undertaken by
Internal Audit during 2013/14.

RESOURCE IMPLICATIONS

None

LEGAL/RISK IMPLICATIONS BACKGROUND

None

SUSTAINABILITY IMPLICATIONS

None

BACKGROUND INFORMATION

None

REPORT AUTHOR

Angela Struthers, Head of Internal Audit Services

LIST OF BACKGROUND PAPERS

None

APPENDICES

Appendix 1 Internal Audit Performance Reports 2013/14 Quarter 2
Appendix 2 Percentage of Management Actions Agreed 2013/14 Quarter 2

Appendix 3 Implementation of Agreed Management Actions 2013/14
Quarter 2
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INTERNAL AUDIT ANNUAL REPORT/QUARTERLY REPORT - Q2 - 2013/14

1. INTRODUCTION

Internal Audit is an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control and
governance processes. Every local authority is statutorily required to provide for an
adequate and effective internal audit function. The Internal Audit service provides this
function at this Authority.

This brief report aims to ensure that Committee members are kept aware of the
arrangements operated by the Internal Audit service to monitor the control
environment within the services and functions of the authority, and the outcome of
that monitoring. This is to contribute to corporate governance and assurance
arrangements and ensure compliance with statutory and professional duties, as
Internal Audit is required to provide periodic reports to “those charged with
governance”.

2, PERFORMANCE AND PROGRESSION AGAINST AUDIT PLAN

Further to the basket of performance indicators reported to this committee on the 26"
September, 2013, the performance indicators in place were felt to be appropriate.

The Internal Audit service aims as one of its main Performance Indicators (PI's) to
complete work on at least 90% of applicable planned audits by the end of the
financial year, producing draft reports on these where possible/necessary.
Appendix 1 shows the progress at the end of quarter 2 of the work completed
against the plan. The original audit plan identified 72 areas of work (including
implementation reviews). At the end of quarter 2, additional work completed includes
an additional 13 implementation reviews and 6 audits for the current financial year.
Therefore the work completed to date is 60% of the plan including the additional
areas. In addition, advice and guidance has been given in several areas including
policy reviews and input into new systems.

The service also reports quarterly on the percentage of draft reports issued within 15
working days of the completion of fieldwork. All (100%) of the 8 draft reports issued in
this quarter of the year were issued within this deadline.

3. AUDIT REVIEWS COMPLETED QUARTER 2 2013/14

The audits finalised in the second quarter of 2013/14 are shown in Appendix 2 and
identifies the number of recommendations made. A total of 32 recommendations
were made in the second quarter with 30 (94%) being accepted by management.

The service revisits areas it has audited around 6 months after agreeing a final report
on the audit, to test and report to management on the extent to which agreed actions
have been taken. Eight implementation reviews were completed during the 2nd
quarter of 2013/14. Appendix 3 details the implementation progress to date for
2013/14. Internal Audit is fairly satisfied with the progress made by management to
reduce the levels of risk through the year.
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4, INDEPENDENCE OF THE INTERNAL AUDIT ACTIVITY

Attribute Standards 1110 to 1130 in the Public Sector Internal Audit Standards
require that Internal Audit have organisational and individual independence and
specifically state that the Head of Internal Audit Services must confirm this to the
Audit & Governance Committee at least annually. As performance is reported
quarterly — this confirmation will be provided quarterly.

The Head of Internal Audit Services confirms that Internal Audit is operating
independently of management and is objective in the performance of internal audit
work.

5 OVERALL CURRENT INTERNAL AUDIT OPINION

Based on the ongoing work carried out by and on behalf of Internal Audit and other
sources of information and assurance, my overall opinion of the control environment
at this time is that “reasonable assurance” can be given. Where significant
deficiencies in internal control have been formally identified by management, Internal
Audit or by external audit or other agencies, management have given assurances
that these have been or will be resolved in an appropriate manner. Such cases will
continue to be monitored. Internal Audit’s opinion is one of the sources of assurance
for the Annual Governance Statement which is statutorily required to be presented
with the annual Statement of Accounts.

Specific issues:

There were no specific issues highlighted through the work of Internal Audit in the
second quarter of the 2013/14 financial year

Angela Struthers,
Head of Internal Audit Services
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AUDIT & GOVERNANCE COMMITTEEAgenda Item 8

315T OCTOBER 2013

REPORT OF THE HEAD OF INTERNAL AUDIT SERVICES

ANNUAL GOVERNANCE STATEMENT 2012/13 - UPDATE

EXEMPT INFORMATION

None

PURPOSE

To advise the Committee of the current position regarding “significant and other governance
issues” raised in the Authority’s Annual Governance Statement (AGS) 2012/13 and provide
an opportunity for members of the Committee to raise any issues they consider appropriate.

RECOMMENDATIONS

That the Committee reviews the attached update on the “significant and other
governance issues” from the 2012/13 Annual Governance Statement and raises any
issues deemed appropriate for further consideration.

EXECUTIVE SUMMARY

The Authority is required to produce a public Annual Governance Statements (AGS) in
accordance with the Accounts & Audit Regulations 2003 incorporating Accounts & Audit
(Amendment) (England) Regulations 2011. The AGS must be published with the Authority’s
Annual Statement of Accounts. The AGS is a document which sets out the arrangements
within the Authority for ensuring there is a sound and robust governance framework and that
the system is regularly reviewed, and it is expected that for any instances of significant
shortfalls in such governance issues are referred to with the AGS. The Accounts & Audit
Regulations also require that the Statement should be considered by a Committee of the
Council.

This report advises the Committee of the current position regarding the significant and other
governance issues (Appendix 1 & 2), identified through the assurance gathering process
completed for the production of the Annual Governance Statement. It gives the appropriate
level of assurance on progress in dealing with these, and seeks the views of the Committee
on any issues this may raise for further consideration in relation to the Council’s control
environment and governance.

RESOURCE IMPLICATIONS

None
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LEGAL/RISK IMPLICATIONS BACKGROUND

None

SUSTAINABILITY IMPLICATIONS

None

BACKGROUND INFORMATION

None

REPORT AUTHOR

Angela Struthers ex 234

LIST OF BACKGROUND PAPERS

None
APPENDICES

Appendix 1 — Annual Governance Statement Significant Issues 2012/13 Update
Appendix 2 — Action Plan arising from the AGS 2012/13 Assurance Process
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AUDIT AND GOVERNANCE Agenda ltem 9

315T OCTOBER 2013

REPORT OF THE DIRECTOR — TECHNOLOGY AND CORPORATE PROGRAMMES

ONE STAFFORDSHIRE DATA SHARING PROTOCOL

EXEMPT INFORMATION

None

PURPOSE
The purpose of this report is to advise Audit and Governance on the reasoning and benefits

behind the One Staffordshire Data Sharing Protocol, with a subsequent recommendation of
endorsement for Tamworth Borough Council to become a signed up party.

RECOMMENDATIONS

That Audit and Governance endorse the organisation to sign up to the One
Staffordshire Data Sharing Protocol.

EXECUTIVE SUMMARY

This report sets out the benefits to Tamworth Borough Council in signing the One
Staffordshire Data Sharing Protocol. The protocol will enable more effective sharing of
information across partners and agencies in order to shape and determine our service
delivery, thus ensuring a positive impact on our communities.

The full detail of the protocol can be accessed at Appendix A — One Staffordshire Data
Sharing Protocol.

RESOURCE IMPLICATIONS

There are minimal resource implications to signing up to this protocol, and these will be
officer costs for training and awareness, which can be met within existing budgetary
provision.

LEGAL/RISK IMPLICATIONS BACKGROUND

There are no legal or risk implications

SUSTAINABILITY IMPLICATIONS

There are no Sustainability Implications

BACKGROUND INFORMATION
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Over the last twelve months a working group, made up of representatives from various public
bodies, has been reviewing information sharing protocols currently in place within
Staffordshire with the intention of producing ‘One Staffordshire Information Sharing Protocol’
which accurately reflects the current information sharing climate, legislative requirements and
best practice.

The ‘One Staffordshire Information Sharing Protocol’ deals with the emerging issues
surrounding information sharing between agencies in light of the changing nature in which
organisations are delivering services for the social, economic and environmental wellbeing of
the community.

Promoting and achieving wellbeing is only likely to be successful where organisations work
together to ensure that communities are kept safe; participate in healthy lifestyle choices; are
looked after, are provided with the opportunity to succeed; and are part of a thriving
economy.

The aim of the ‘One Staffordshire Information Sharing Protocol’ is to have one protocol
available to organisations when engaging in information sharing. Many of our current sharing
practices cut across a number of different service areas and this protocol aims to provide a
robust framework for the legal, secure and confidential sharing of personal information
between organisations and enable them to meet both their statutory obligations and the
needs and expectations of the people they serve.

All organisations which were signed up to former protocols have been invited to sign the
‘One Staffordshire Information Sharing Protocol’ which can be viewed at Appendix A.

The protocol requires all partners who are signatory to it to ensure that their organisation has
the appropriate infrastructure to respond to requests for information made under the protocol,
including training and making their staff fully aware of their responsibilities. The nominated
signatory must have the authority to sign on behalf of the organisation.

REPORT AUTHOR

Nicki Burton, Director — Technology and Corporate Programmes

LIST OF BACKGROUND PAPERS

None

APPENDICES

Appendix A — One Staffordshire Data Sharing Protocol
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One Staffordshire
Information
Sharing
Protocol
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Executive summary

The ‘One Staffordshire Information Sharing Protocol’ deals with the emerging issues
surrounding information sharing between agencies in light of the changing nature in
which organisations are delivering services for the social, economic and
environmental wellbeing of the community.

Promoting and achieving wellbeing is only likely to be successful where organisations
work together to ensure that communities; are kept safe; participate in healthy
lifestyle choices; are looked after; are provided with the opportunity to succeed; and
are part of a thriving economy.

The protocol has been produced by a working group made up of representatives
from various public bodies whose remit has been to review existing information
sharing protocols and replace them with ‘One Staffordshire Information Sharing
Protocol’ which accurately reflects the current information sharing climate, legislative
requirements and best practice.

Our aim is to enable partners to co-ordinate effort, collate and exchange information
to achieve joint objectives, co-ordinate resources, support one another in addressing
common and locally set priorities and comply with the law.

The protocol outlines the purposes for sharing information, the powers that

organisations have to share information, the role of partners and what can be
expected from them, the process for sharing and scheduled review dates.
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1. Purpose

1.1 Organisations throughout Staffordshire recognise that all individuals have a right
to economic, social and environmental wellbeing.

1.2 Promoting and achieving wellbeing is only likely to be successful where
organisations work together to ensure that communities; are kept safe by preventing
crime and disorder; participate in healthy lifestyle choices and have access to health
services; are looked after by improving and joining up social care services; are
provided with the opportunity to succeed through education, training and
employment; and are part of a thriving economy where business has the ability to
achieve.

1.3 Positive steps have already been taken by organisations across Staffordshire to
ensure that these objectives can be met and to ensure that individuals receive the
services that they require in a fast, efficient and personalised manner.

1.4 A number of multi-agency working arrangements have been put in to place
throughout the County in order to allow representatives from statutory, voluntary and
community sectors to work more closely with one another and to tailor the services
that they provide to meet the needs and circumstances of each individual. These
include but are not limited to; Community Safety Partnerships, Local Support Teams,
Multi-Agency Safeguarding Hubs, Multi-Agency Risk Assessment Conferences and
Multi-Agency Public Protection Arrangements. Sharing information between agencies
is vital to the delivery of high quality, cost effective and seamless public services.

1.5 All authorities, bodies, organisations and groups will hereafter be referred to as
Partners.

1.6 Persons signing the Protocol on behalf of Partners will be referred to as
Signatories.

1.7 All Partners to this Protocol are committed to the partnership approach in dealing
with community issues. This document will provide a robust framework for the
exchange of information to support economic, social and environmental wellbeing
and enable Partners to:

a) co-ordinate effort to deal with crime and disorder and to support health and well-
being, social care and education;

b) collate and exchange relevant information to achieve joint objectives in line with
government initiatives and public expectations;

c¢) co-ordinate resources in respect of the same issue — joint case management;

d) support Partners in addressing common and locally set priorities; and

e) comply with the law.

1.8 The Protocol provides the basis upon which co-operating Partners will facilitate
and govern the lawful sharing of information to ensure that agencies can work
together to:

e prevent crime and disorder, bullying, discrimination and neglect in all sections of
our communities,

e make our communities safer and provide support to the victims of crime,

o offer joined up health and social care services,

¢ identify and provide support for vulnerability in the community,

Page 458



e ensure that access is available to education and training,
e allow greater individual choice of service access by community members.

1.9 The Protocol provides good practice for the sharing of information between
Partners in line with relevant legislation and is an enhancement to other established
working practices. It is not intended to restrict the exchange of information and
intelligence between operational staff employed by the Partners. They will continue to
interact both face to face and via telephone in order to carry out their operational
duties and responsibilities. Such collaborative working will usually require
documented procedures in addition to this Protocol. This will ensure that such
information is exchanged in a lawful manner. Documented procedures covering
these circumstances must not circumvent this Protocol.

1.10 Partners will provide public support for this Protocol. The Protocol will be
published so that the public can see that information is being shared for their benefit
in an appropriate and lawful way.

1.11 This Protocol complies with the Management of Police Information (MOPI)
standards for information sharing and the Information Commissioner’s Office (ICO)
data sharing code of practice.

2. Powers

2.1 There is no general statutory power to share information however some statutes
provide public bodies with an express power to share, i.e. Section 115 of the Crime
and Disorder Act 1998 which permits sharing to help prevent or detect crime and
Section 8 of the National Audit Act 1983 which imposes a legal obligation on public
bodies to provide relevant information to the National Audit Office.

2.2 Where there is no express statutory power to share information it may be
possible to imply such a power from other duties and powers which public bodies
have, i.e. Section 1 of the Localism Act 2011 provides a new power available to local
authorities allowing them to do “anything that individuals generally may do”.

2.3 Regardless as to whether an organisation has express or implied statutory
powers, all personal data will be exchanged only as allowed by current law and only
where justified, necessary and proportionate to meet the agreed objectives of this
Protocol. In particular, organisations and employees will comply with:

 Data Protection Act 1998
* The Human Rights Act 1998
* The Common Law Duty of Confidentiality

2.4 The legislation above has been detailed further in Appendix B along with
additional legislation which may need to be considered and referred to when sharing
specific information. Further guidance on the legislation is also available at the
following link: Legislation Guidance.

3. Partners

3.1 The signing of this Protocol by each Signatory reflects their organisations
commitment to adopting and complying with the Protocol requirements.

3.2 This Protocol is signed by all statutory authorities and will govern the sharing of
information between them. Other agencies and bodies that have a role in delivering

Page 159



the priorities identified by the One Staffordshire Information Sharing Protocol are also
invited to sign and comply with this Protocol where required. The onus is on the
agency to inform their staff of their agency's responsibilities, to monitor and take
responsibility for compliance with the protocol.

3.3 Any organisation that requests to share information but are not yet Signatories to
this Protocol will be required to become Signatories.

3.4 All Partners to this Protocol are independent Data Controllers (as defined by the
Data Protection Act 1998). It is a legal requirement that any Signatory organisation to
this Protocol must be notified with the Information Commissioner.

3.5 It will be the responsibility of the Signatory to ensure that:

o Realistic expectations prevail from the outset

o Ethical and professional standards are maintained

e A mechanism exists by which the flow of information can be controlled, and
confidentiality maintained in addition to ensuring that significant decisions made are
recorded and documented

o Staff have appropriate skills and training

e Adequate arrangements exist within their organisation to test adherence to the
Protocol

e Operational coordination in support of shared objectives is supported

o The legitimate and justifiable exchange of information is encouraged to an extent
which is compatible with rights under the Human Rights Act 1998 and its supporting
principles such as proportionality and subsidiary

3.6 Each Signatory will nominate a Designated Liaison Officer to facilitate the sharing
of information between Partners. The Designated Liaison Officer will:

e act as a single point of contact for information requests

o understand the relevant legislation and be able to champion information sharing
within their own organisations

e work with other Designated Officers to establish the best ways to share
information

e act as the first point of contact for any technical problems with sharing the
information that may arise and, where necessary, report findings to Partners

e initiate internal investigations where the Protocol has not been adhered to

e approve and maintain a record of any individual Information Sharing Agreements
entered into under this Protocol

3.7 Any Signatory may terminate their involvement in this arrangement, with one or
more Signatories, by the service of one month’s written notice on the Signatories.
The Signatory should inform the managing agent that this has been done.

3.8 Any organisation wishing to become a Signatory to this Protocol may obtain a
copy online at www.infosharestaffs.org.uk/. Compliance with the protocol must be
signified by completing and returning an acceptance form to Staffordshire County
Council at: infogov@staffordshire.gov.uk who will make the necessary amendments
and inform other organisations of the updates. Becoming a Partner to this Protocol
does not infer any right to exchange information with another Partner.

3.9 A full list of Signatories and Designated Officers is attached at Appendix A.

4. Process for Sharing
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4.1 Personal data will only be shared where it is necessary, proportionate and
justified to do so and Partners will always consider alternatives to sharing personal
data in the first instance, e.g. statistical, anonymised or pseudonymised information.

4.2 This Protocol allows for the sharing of personalised and depersonalised
information in the following circumstances:

a. Written exchange of information between Partners
- delivered and/or received in person
- at formal meetings/case conferences, where minutes or notes are produced or
actions are recorded
- by recorded/special post
- secure fax
- electronic means

b. Verbal exchange of information between Partners
- in person
- at formal meetings/case conferences, where minutes or notes are produced or
actions are recorded
- over the telephone

4.3 This Protocol does not give license for unrestricted access to information another
Partner may hold. It provides the parameters for the safe and secure sharing of
information for a justifiable need to know.

4.4 Each Partner must take responsibility for its own decisions to share or not to
share as well as what information is appropriate to share. Partners may choose to
carry out risk assessments and/or privacy impact assessments to aid their decision.
In addition to this, Partners will take into account the framework of the legislative
background (see Appendix B), regional agreements, guidance in relation to their
specific service area and their own professional judgement.

Where a Partner to this Protocol chooses not to share information, they must provide
a full and clear written explanation of the reasons the sharing request has been
refused, to the requesting Partner.

4.5 Information shared under this Protocol will only be used for the specific purposes
for which it was disclosed. Partners will always retain ownership of the personal
information disclosed to another Partner, therefore any Partner wishing to use the
information for another purpose or who may wish to disclose that information to any
other person (other than the data subject or where there are legal grounds to do so)
must:

¢ Inform the provider of the information of their intention to use the information
provided for a different purpose

e Specify the legal basis permitting such processing

e Obtain explicit consent from the individual(s) concerned and provide a fair
processing notice before processing such information

If the originator of the personal information considers that the purpose for which the
information is proposed to be used is likely to be detrimental to their agency, or the
individual(s) whose personal information it is proposed to use object, then that
information should not be used for the proposed purpose.
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4.6 Agencies wishing to use personal information that has been provided under this
Protocol for research or statistical purposes should ensure that policies and
procedures are in place to guarantee that such personal information is anonymised.

4.7 In requesting disclosure of personal information from another Partner to this
Protocol, those concerned will respect this responsibility and not seek to override the
procedures which each agency has in place to ensure that information is not
disclosed illegally or inappropriately.

It is acceptable for a providing agency to obtain further details from the requesting
organisation in order to satisfy them that the agency has the ability to appropriately
handle the information.

4.8 The extent of disclosure must be restricted to only that personal information
which is necessary to enable the Partner, or an individual or group acting on their
behalf, to achieve its objectives outlined in section 1 of the Protocol (purpose). The
degree of disclosure that takes place must be necessary, proportionate and justified.

4.9 Except where legally bound, information will be shared using an Information
Sharing Agreement approved by the organisations Designated Liaison Officer. The
provisions which will be relevant to all agreements can be found at Appendix D and
an ‘Information Sharing Agreement template’ can be found at the following link:
Information Sharing Agreement template.

4.10 Where information is disclosed, received or requested all Partners will put in
place procedures to record the following information:

e The date the information was requested

e Details of the person(s) making the request

e Details of the information requested

e The personal details of the person(s) who is the subject of the information (refer to
the individual Information Sharing Agreement where there is a bulk transfer)

e Any restrictions placed on the information that has been given e.g. ‘not to be
disclosed to the service user’.

e Details of the person authorising the disclosure (where applicable)

e The grounds for disclosing (where applicable)

e Whether consent has been sought and received

e Details of the information disclosed/received (where applicable)

¢ The date the information was disclosed/received (where applicable)

A ‘Request for Disclosure form’ and ‘Decision to Disclose form’ can be found at the
following links: Request for Disclosure form — Decision to Disclose form.

4.11 Where information is shared at meetings made up of organisations that may not
be Signatories to the Protocol it is good practice to sign a Confidentiality Agreement.
This may be considered good practice even for those members of the group that are
Signatories to the Protocol. This will prohibit any unauthorised secondary disclosure
of personal information. Decisions on disclosures reached at meetings should be
recorded and documented in line with paragraph 4.10.

Care should be taken not to include confidential personal information in minutes of
meetings where copies of those minutes cannot be subject of the strict controls set
out in this Protocol.
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A ‘Confidentiality Agreement template’ can be found at the following link:
Confidentiality Agreement template.

4.12 Appropriate sharing of information shall be dealt with within agreed timescales.
In the event of failure to agree on timescale, sharing shall take place as soon as
practicable.

4.13 All Partners will ensure that the requirements for fair processing are met.
Further details about fair processing are included at Appendix E and a ‘Fair
Processing Notice template’ can be found at the following link: Fair Processing
Notice template.

4.14 Providers of information will take reasonable steps to ensure that information
shared will be accurate and up to date.

4.15 1t is the responsibility of the person using information to ensure that it is fair,
relevant and accurate. Reliance on the currency of that data will be a matter for the
receiving party and if there has been any delay between receipt and use of
information, the current accuracy of the information must be verified. Each supplying
Partner accepts and understands that it may be requested to confirm changes to
previously released information. The use of out of date information can have serious
consequences.

4.16 Where information is discovered to be inaccurate or inadequate for the purpose,
the receiving party agrees to notify the data owner. The data owner will be
responsible for correcting the data and notifying all other recipients who must ensure
that the correction is made or the inaccurate records are destroyed. After the
correction is made or the records destroyed the data owner will be informed in
writing.

4.17 As far as reasonably practicable all Partners will ensure that information shared
will be recorded in a compatible format. Partners shall endeavour to adhere to the
supplying Partner’s security markings wherever possible.

4.18 The supplying Partner will ensure that the information is of good enough quality
for the intended purpose before the information is shared. Partners agree to
cooperate to ensure that all Partners meet agreed quality standards where
appropriate.

4.19 Partners will ensure that they have in place a policy for the review and cleaning
of data in accordance with the Data Protection Principles. In addition Partners will
take into account any internal codes of practice, information security policy or sector
guidance.

4.20 All Partners will put in place policies and procedures governing the retention and
destruction of records containing personal information retained within their manual
and/or electronic systems.

4.21 Partners supplying information will specify the retention period relevant to the
information supplied and whether the information will be deleted or returned to the
supplier in the individual Information Sharing Agreement.

4.22 Retention of personal data must be for the minimum period required to achieve

the purpose identified when requesting the information. After such period it is the
responsibility of the information holder to either return the information to the supplier
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or to destroy the information securely. Partners will ensure that any out-of-date
information that still needs to be retained, but is not permanently deleted, is safely
archived or put “off-line”.

4.23 Records of disclosure must be retained for as long as they remain relevant and
in any case, for a minimum of seven years.

4.24 All Partners will ensure that their staff and officers have adequate knowledge,
training and skills to enable them to share information legally, comply with any
professional codes of practice and local policies and/or procedures, including this
Protocol.

4.25 All Partners will ensure that their staff and officers who are involved in the
information sharing process are aware of, and comply with, their responsibilities and
obligations with regard to:

. The confidentiality of personal information

. The commitment of the relevant Partner organisation to only share
information legally and within the terms of an agreed individual Information Sharing
Agreement

. Information will only be shared where necessary, justified and
proportionate, on a need to know basis only
o Disclosure of personal information which cannot be justified, whether

inadvertently or intentionally, may be subject to disciplinary action.

4.26 Partners will ensure staff and officers who are authorised to make disclosures of
personal information, will clearly state whether the information that is being supplied
is fact, opinion or a combination of the two.

4.27 All Partners will require their staff, officers and any other agency or contractor
who have access to, or are likely to come into contact with, personal information will
be required to sign a Confidentiality Agreement or include the necessary
confidentiality clause, as part of the terms and conditions of employment and/or
contract.

4.28 All Partners will ensure that they have appropriate policies and procedures in
place to deal with subject access requests for personal data under section 7 of the
Data Protection Act 1998, including the provision of advice and assistance to
individuals wishing to make a request. Information that has been provided by another
agency may be disclosed to the data subject without the need for obtaining consent
with the following exceptions:

. Where the Partner agency has expressly stated they do not wish the
information to be disclosed without being consulted first

. The information contains medical details

. The information is of a legal nature

4.29 Requests under the Freedom of Information Act 2000 which may involve policy
documents and decision making processes in relation to this Protocol should be dealt
with as per paragraph 4.25. There are no limits placed on the public availability of this
Protocol and associated appendices and organisations are encouraged to include
this Protocol on their Publication Scheme.

4.30 Partners will ensure that they have effective procedures for dealing with
complaints from individuals in relation to the use and disclosure of personal
information. All Partners who are party to the information sharing will provide
cooperation and assistance in order to resolve the complaint.
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4.31 All Partners will put in place procedures governing the secure storage of all
personal information retained within their manual or electronic systems to comply
with principle 7 of the Data Protection Act 1998. Security requirements will include:

. Appropriate security management (e.g. policies, procedures, staff training)
. Appropriate access controls to electronic and manual systems

. Appropriate physical and environmental security to buildings and other
hardware

. Appropriate back up and disaster recovery systems

4.32 All Partners will ensure the secure exchange of information. Partners will put in
place policies and procedures that govern the secure transfer of personal information
both internally and externally. Such policies and procedures must cover:

. Secure internal and external postal arrangements

Verbally, face to face and telephone

Secure facsimiles

Electronic mail (secure network or encryption to minimum standards)
Secure electronic network transfer

The method of transfer and subsequent security measures must be included on any
individual Information Sharing Agreement (see Appendix D). When sharing Police
Information this will also include the completion of the ACPO Baseline Security
Questionnaire.

4.33 All Partners will have in place appropriate measures to investigate and deal with
inappropriate or unauthorised access to, or use of, personal data whether accidental
or intentional. If it is established that personal information has been shared
inappropriately under this Protocol, the Partner making the discovery shall inform the
information provider of the details.

Following this, the information provider shall:

e Take steps to investigate the cause of the disclosure

e Where appropriate, take disciplinary action against the person(s) responsible
e Take appropriate steps to avoid a repetition

The original provider will also assess any potential implications for the individual
whose information has been compromised and if necessary:

¢ Notify the individual concerned

e Advise the individual of their rights

¢ Provide the individual with the appropriate support

Where a serious breach has occurred, the provider should also notify the Information
Commissioner’s Office.

5. Review

5.1 Responsibility for maintenance of this Agreement lies with the Head of
Information Governance at Staffordshire County Council.

5.2 Review of this Protocol will be on a 12 monthly basis via the Staffordshire

Information Governance Group and Information Governance Local Health Economy
as well as in consultation with relevant Signatories.
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5.3 A relevant Partner can request an extraordinary review at any time where a joint
discussion or decision is necessary to address local service developments.

5.4 Any Partner may make suggestions for amendments to the Protocol at any time.
Unless urgent, amendments will be made on an annual basis. Requests for
amendments should be made to the Head of Information Governance at
Staffordshire County Council.

5.5 Suggested amendments may be discussed at any appropriate forums, including
but not limited to the groups referred to in paragraph 5.2. This will enable Partners to
exchange views prior to changes being made.

5.6 The Head of Information Governance at Staffordshire County Council will retain
master copies of the Protocol, together with a list of current Signatories. The Head of
Information Governance at Staffordshire County Council will retain responsibility for
co-ordination of the annual review.

5.7 Any review undertaken will take into account the following issues:

. That the contact list is current and up to date (as far as reasonably
practicable)

. That the Protocol is still useful and fit for purpose

. That any emerging issues have been identified and if the information

sharing is having the desired effect

5.8 If any party to this Agreement believes that any other Signatory is acting in
breach of the Agreement the Designated Officers of the Partners directly responsible
will discuss the issue and attempt to resolve it. If no solution can be found any
agency may withdraw from this Agreement and cease to provide data until an
acceptable framework for sharing can be established (see paragraph 3.7).

5.9 This Protocol will remain current until further notice. This Protocol can be
terminated by mutual agreement at any time (see paragraph 3.7).
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Appendix A

Signatories and Designated Officers

Appendix A

Organisation

Name of Signatory

Designated Officer(s)

Abbot Beyne High School
Linnell Building

Osborne Street
Burton-on-Trent
Staffordshire

DE15 0JL

Annabel Stoddart
Headteacher

Lorraine Lynch

Pastoral Tutor

01283 239800
lorrainelynch@abbotbeyne.staff
s.sch.uk

Action for Children
Staffordshire Shared Care
Church Street

Chesterton
Newcastle-under-Lyme
ST5 7HJ

Barbara Greaves
Children’s Services
Manager

Sylvia Redgrift

Registered Manager

01782 565522
Sylvia.redgrift@actionforchildre

n.org.uk

Addaction Staffordshire
Unit 5

Rumer Hill Business Estate
Rumer Hill Road

Cannock

WS11 OET

Emma Lamond
Service Manager

Emma Lamond

Service Manager
07876397261
e.lamond@addaction.org.uk

Addiction Dependency Solutions
(ADS)

18 Martin Street

Stafford

Staffordshire

ST16 2LG

Debbie Roberts
Service Manager

Debbie Roberts

Service Manager

07711087721
debbie.roberts@adsolutions.org
.uk

Adullam Homes Housing
Association

Walter Moore House

34 Dudley Street

West Bromwich

B70 9LS

David Balderston
Director of Finance

Tony Lewis

Area Manager Cheshire and
Staffordshire

01260 294410
tlewis@adullam.org.uk

Advance Housing & Support
60 Ironstone Road
Chase Terrace

Don Isaacs
Services Manager

Don Isaacs
Services Manager
01543 271212

Burntwood don.isaacs@advanceuk.org
Staffordshire

WS7 1LY

Affinity Sutton Rachel Brown Susan Brown

Level 6 Neighbourhood Neighbourhood Housing Officer
6 More London Place Housing Manager 07715809256

Tooley Street sue.brown@affinitysutton.com
SE1 2DA
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All Saints CE Primary School
Tatenhill Lane

Rangemore

Burton-on-Trent

DE13 9RW

Charlene Gethin
Headteacher

Charlene Gethin
Headteacher

01283 712385
headteacher@allsaints-
rangemore.staffs.sch.uk

Amington Heath Primary School
Quince

Amington

Tamworth

B77 4EN

Oliver Fordham
Headteacher

Annette Burns

Deputy Headteacher

01827 475161
deputyhead@amingtonheath.st
affs.sch.uk

Anchor Trust

25 Bedford Street
London

WC2E 9EG

David Edwards
Company Secretary
and Director of
Compliance

Gale Sykes

Data Protection and Information
Governance Officer
07775625223
dataprotection@anchor.org.uk

Ankermoor Primary School
Rene Road

Bolehall

Tamworth

Staffordshire

B77 3NW

Richard Burns
Headteacher

Ella Price

Deputy Headteacher
01827 475730
ella.price80@yahoo.com

A R Assessments
17 Eastlands Close

Leroy Aitcheson
Partner —

Penny Rowlands
Partner — Independent Social

Stafford Independent Social | Worker

ST17 9BD Worker 07748635336
arassessments@hotmail.com

Arch North Staffs Barry Pitts Wendy Wainwright

Canalside Director Head of Domestic Violence

Pelham Street Services

Hanley 01782 204479

Stoke-on-Trent wendy.wainwright@archnorthst

ST1 3LL affs.org.uk

Ashcroft Infant and Nursery School | Lee Kilkenny Barbara Hall

Mildenhall Headteacher Business Manager

Tamworth 01827 475925

B79 8RU office@ashcroft.staffs.sch.uk

Aspire Housing
Kingsley

The Brampton
Newcastle-under-Lyme
STS 0QW

Sinead Butters
Group Chief
Executive

Janet Jackson

Solicitor

01782 854958
jjackson@aspiregroup.org.uk
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The BAC O’'Connor Centre
Burton Addiction Centre
126 Station Street
Burton-on-Trent
Staffordshire

DE14 1BX

Noreen Oliver MBE
Chief Executive

Kendra Gray

Strategic Director

01283 537280
kendra.gray@bacandoconnor.c
0.uk

Belvedere Junior School

Jean Woolner

Linda Turner

Outwoods Street Headteacher Family Liaison Worker
Burton-on-Trent 01283 239175

Staffordshire support@belvedere.staffs.sch.u
DE14 2PJ k

Biddulph High School Tom Abbott Lynne Youngs

Conway Road Principal Business Manager

Knypersley
Biddulph
ST8 7AR

01782 521823
youngs@biddulph.staffs.sch.uk

Bird’s Bush Primary School

Sharon Barnes

Sharon Barnes

Bird’s Bush Road Headteacher Headteacher

Tamworth 01827 475170

B77 2NE office@birdsbush.staffs.sch.uk
Blessed Robert Sutton Catholic M Cain M Cain

Sports College
Bluestone Lane
Burton-on-Trent
Staffordshire
DE15 9SD

Deputy Headteacher

Deputy Headteacher

01283 749450
deputyhead@robertsutton.staffs
.sch.uk

Brighter Futures
5 Whittle Court
Town Road
Stoke-on-Trent
ST1 2QE

Gill Brown
Chief Executive

Emma Davis

Senior Manager: Health
01782 406000
emma.davis@brighter-

futures.org.uk

Jane Turner

Senior Manager: Homelessness
01782 406000
jane.turner@brighter-

futures.org.uk

Susan Preston
Senior Manager: Housing
01782 406000
susan.preston@brighter-

futures.org.uk
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Bromford Group Julie Walker Donna Scott

5 Stowe Road Head of Community Safety Team
Lichfield Neighbourhood Manager

Staffordshire 01902 378623

WS13 6WA donna.scott@bromford.co.uk
Burton Albion Community Trust Andy Taylor Kim Realff

Pirelli Stadium Community Manager | Support Worker

Princess Way 01283 565938

Burton kimbact@burtonalbionfc.co.uk
DE13 0OAR

Burton Hospitals NHS Foundation | Helen Ashley Jon Whitehouse

Trust Chief Executive Information Manager
Belvedere Road Officer 01283 511511
Burton-upon-Trent jon.whitehouse@burtonft.nhs.uk
Staffordshire

DE13 ORB

Burton Town Centre Management | Paul Howard Paul Howard

Market Hall Town Centre Town Centre Manager
Market Place Manager 01283 500047
Burton-on-Trent paul@burtontowncentre.co.uk
DE14 1HA

Cannock Chase Clinical Andrew Donald Val Jones

Commissioning Group (CCG) Chief Officer Director of Quality & Safety
Greyfriars Therapy Centre 01785 221057

Unit 12 val.jones@northstaffs.nhs.uk

Greyfriars Business Park
Frank Foley Way

Stafford

ST16 2ST

Cannock Chase District Council Stephen Brown Darren Edwards

Civic Centre Chief Executive Information Manager

Beecroft Road 01543 464447

Cannock darrenedwards@cannockchase
WS11 1BG dc.gov.uk

Cannock Miners Advice David Martin Graham Townsend

CVS building Administrator 01543 574300

Arthur Street graham.townsend@yahoo.co.u
Chadsmoor K

Cannock

WS11 5HD

The Carers Association Southern Mac Cock Mac Cock

Staffordshire Chief Officer Chief Officer

The Carers Centre 01785 222365

Austin Friars mac.cock@carersinformation.or
Stafford g.uk

ST17 4AP
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Chadsmead Primary Academy

Lester Davies

Lester Davies

Friday Acre Headteacher Headteacher

Lichfield 01543 421850

Staffordshire headteacher@chadsmead.staff
WS13 7HJ s.sch.uk

The Cheadle Academy Kieth Hollins Pamela Clulow

Station Road
Cheadle
Staffordshire
ST10 1LH

Executive Principal

Principal

01538 483900
pclulow@thecheadleacademy.c
o.uk

Choices Housing Association
1A King Street
Newcastle-under-Lyme

Nigel Downs
Managing Director

Julie Harding
Director Business Development
01782 254000

Staffordshire jharding@choiceshousing.co.uk
ST5 1EN

Christ Church Academy C Wright D Wilkinson

Old Road Principal Bursar

Stone 01785 354047
Staffordshire bursar@cca.staffs.sch.uk
ST15 8JD

Community Council of Staffordshire | Chris Welch Chris Welch

1A/1B Chief Executive Chief Executive

The Whitehouse 01785 242545

Chapel Street chris.welch@staffs.org.uk
Stafford

ST16 2BX

Coton Green Primary School Jane Hollis Mrs Pursehouse

Kipling Rise Headteacher Deputy Headteacher

B79 8LX 01827 475667

office@cotongreen.staffs.sch.uk

Crystal Care Solutions Ltd
Nelson House

Boathorse Lane
Kidsgrove

Stoke-on-Trent

ST7 4JA

James O’Leary
Operations Director

Kevin Hargreaves

Quality Assurance Director
01782 777511
kevin.hargreaves@crystalcares

The de Ferrers Academy
St Mary's Drive
Burton-on-Trent
Staffordshire

DE13 OLL

Steve Allen
Principal

Maureen Evans
Finance Director
01283 239936
office@deferrers.com
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Dosthill Primary School
High Street

Dosthill

Tamworth
Staffordshire

B77 1LQ

Joanne Lewis
Assistant Head

Tony Hand

Headteacher

01827 475155
headteacher@dosthill.staffs.sch
.uk

The Dove Service
The Dudson Centre
Hope Street
Hanley
Stoke-on-Trent
ST15DD

Joanne Speed
Chief Exectuve
Officer

Joanne Speed

Chief Exectuve Officer

01782 683155
Joanne.speed@thedoveservice.

org.uk

East Staffordshire Borough Council
The Malsters

Wetmore Road

Burton-upon-Trent

Staffordshire

DE14 1LS

Andy O’Brien
Chief Executive

Mike Hovers

Communities & Open Spaces
Manager

01283 508037
michael.hovers@eaststaffsbc.g
ov.uk

East Staffordshire Citizens Advice
Bureau

Suite 5D/E Anson Court
Horninglow Street
Burton-on-Trent

Dawn Green
Chief Executive

Dawn Green

Chief Executive

01283 527980

chiefexecutive @eaststaffs.cabn

et.org.uk

East Staffordshire Clinical Heather Johnstone Paul Winter

Commissioning Group (CCG) Chief Head of Performance &

Edwin House Nurse/Caldicott Governance

Centrum 100 Guardian 01283 507145
Burton-on-Trent paul.winter@northstaffs.nhs.uk
DE14 2WF

Empowering People Inspiring Neal Hopkins Neal Hopkins

Communities

131-141 Ubberley Road
Bentilee
Stoke-on-Trent

ST2 OEF

Head of Business
Development

Head of Business Development
01782 252574
n.hopkins@epichousing.co.uk

Family Justice Centre South East
Staffordshire

71-73 Upper St John Street
Lichfield

Staffordshire

WS14 9DT

Lynn Laughton
Family Justice
centre Co-ordinator

Lynn Laughton

Family Justice centre Co-
ordinator

01543 442611
lynn_laughton@hotmail.com
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Flaxhill Junior School
Chestnut Avenue
Gillway

Tamworth
Staffordshire

B79 8QZ

Sue Boden
Deputy Headteacher

Sue Boden

Deputy Headteacher

01827 475675
sboden@flaxhill.staffs.sch.uk

Florendine Primary School
Florendine Street
Amington

Tamworth

Staffordshire

B77 3DD

lan Crookes
Headteacher

lan Crookes

Headteacher

01827 475778
headteacher@florendine.staffs.
sch.uk

Fresh Foundations Supported
Housing

New Burton House

Burton Bank Lane

Stafford

ST17 9JW

Jane Cottam
Housing Services
Manager

Jane Cottam

Housing Services Manager
01785 221345
jane.cottam@sssft.nhs.uk

Glascote Heath Primary School
Silver Link Road

Tamworth

Staffordshire

B77 2EA

Maria Hamblin
Headteacher

Maria Hamblin

Headteacher

01827 475000
office@glascoteheath.staffs.sch
.uk

Grange Community School

Jean Woolner

Sharon Middleton

Shobnall Close Headteacher Family Liaison Worker
Burton-upon-Trent 01283 564325

Staffordshire office@grange-

DE14 2HU infants.staffs.sch.uk
Greenacres Primary School A Goodeve Rachel Smith

Levett Road Headteacher Office Manager

Amington 01827 475500

Tamworth admin@agreenacres.staffs.sch.u
Staffordshire K

B77 4AB

Hanbury’s Farm Catholic Primary P Hollis P Hollis

School Headteacher Headteacher

Derwent 01827 475100

Off Field Farm Road headteacher@hanburysfarm.sta
Belgrave ffs.sch.uk

Tamworth

B77 2LD

Heathfields Infant School Helen Murphy Helen Murphy

Saxon Close Associate Associate Headteacher
Wilnecote Headteacher 01827 475065

Tamworth helen.e.murphy@heathfields.st
B77 5LU affs.sch.uk
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HM Prison Service

West Midlands Regional Office
Red Lion Street

Stafford

Luke Serjeant
Deputy Director
Custody — West
Midlands

Brinsford:

Carl Hardwick
carl.hardwickS01@hmps.gsi.go
v.uk

Featherstone:

Debra Butler
deborah.butler@hmps.gsi.gov.u
k

Hewell:

Stephanie Roberts-Bibby
stephanie.roberts-
bibby@hmps.gsi.gov.uk

Stafford:

Bridie Oakes-Richards
bridie.oakes-
richards@hmps.gsi.gov.uk

Stoke Heath:
John Hungtington
john.huntington@hmps.gsi.gov.

uk

Swinfel Hall:
Teresa Clarke
teresa.clarke@hmps.gsi.gov.uk

Werrington:

Babafemi Dada
babafemi.dada@hmps.gsi.gov.
uk

Drake Hall:
Paul Newton
paul.newton@hmps.gsi.gov.uk

Holy Trinity CE(C) Primary School
Wetmore Road

Burton-on-Trent

DE14 1SN

Nicola Oliphant
Headteacher

Nicola Oliphant

Headteacher

01283 239495
office@holvtrinity.staffs.sch.uk

Home Group
Curzon House
Curzon Street
Burton-on-Trent
DE14 2DH

Sarah Simpkins
Business Contracts
Manager

Sonia Bullock

Client Services Manager
01283 545859
sonia.bullock@homegroup.org.
uk
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The Huntercombe Group
Ashley House

Simon Yates
Hospital Manager

Adam Pickford
Head of Social Work

Ashley 01630 674800

Nr. Market Drayton adam.pickford@huntercombe.c
TF9 4LX om

The Jigsaw Group Machita Denny Machita Denny

8 Leacroft Chair Chair

Stone 07882823954

ST15 8GF machita_denny@btinternet.com
John of Rolleston Primary School lan Bateman lan Bateman

Chapel Lane Headteacher Headteacher
Rolleston-on-Dove 01283 239200

Burton-on-Trent headteacher@johnofrolleston.st
Staffordshire affs.sch.uk

DE13 9AG

Jump 2 Independence Julie Hope Jade Mobberley

Synchro House

512 Etruria Road
Basford
Newcastle-under-Lyme
ST5 0SY

Director/Registered
Manager

Office Manager

01782 346495
jump2independence@yahoo.co
.Uk

Kettlebrook Short Stay School
Tame Street

Kettlebrook

Tamworth

B77 1AL

Lynn Georgiou
Deputy Headteacher

Lynn Georgiou

Deputy Headteacher

01827 312840
Lynn.georgiou@kettlebrook.staf
fs.sch.uk

Landau Forte Academy Amington

Diane Pickering

Louise Martifxecutive Principal an

Woodland Road Principal Home Acaderecliivie Worker
Amington 01827 301800

Tamworth Imartin@lfata.org.uk
Staffordshire

B77 4FF

Landau Forte Academy QEMS Robert Fell Sue Nicholls

Ashby Road Principal PA to Principal and Office
Tamworth Manager

Staffordshire 01827 62241

B72 1AE s.nicholls@lfatg.org.uk

post@Ifatg.org.uk

Lansdowne Infants School
Goodman Street
Burton-on-Trent
Staffordshire

DE14 2RE

Jackie Holmes
Headteacher

Jackie Holmes

Headteacher

01283 239141
headteacher@lansdowne.staffs.
sch.uk
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Larkhall Infant and Nursery
Clifton Avenue

Tamworth

B79 8EF

Michelle Booth
Deputy Head

Michelle Booth

Deputy Head

01827 475720
deputy@larkhall.staffs.sch.uk

Lichfield Churches Criminal Justice
Forum

7 Adler Close

Lichfield

Staffordshire

WS14 9UT

Geoffrey Parkinson
Secretary

Geoffrey Parkinson
Secretary

01543 252328
eparkinson1@sky.com

Lichfield District Council
Frog Lane

Lichfield

WS13 6YU

Helen Spearey
Strategic Director
Community Housing
and Health

Bal Nahal

Solicitor

01543 308002
bal.nahal@lichfielddc.gov.uk

The Lyme Trust
37 London Road
Newcastle-under-Lyme

Susan Tagliarino
Chief Executive

Susan Tagliarino
Chief Executive
01782 634725

Staffordshire thelymetrust@tiscali.co.uk

ST5 1LN

Metropolitan Housing Trust Alison Williams Sandra Gordon

The Grange ASB Manager ASB Officer

100 High Street 0203 535 3896

Southgate sandra.gordon@metropolitan.or
London g.uk

N14 6PW

Midland Heart Ruth Cooke Sue Caley

20 Bath Row Chief Executive Team Leader

Birmingham Officer 0345 60 20 540

B15 1LZ sue.caley@midlandheart.org.uk
Midlands Psychology Jo Smolinski J Smolinski

The Hayes IT Manager IT Manager

19 Newport Road 07905780835

Stafford jo.smolinski@midlandspsycholo
ST16 1BA gy.co.uk

Mid Staffordshire NHS Foundation | Robert Courteney- Paul Archer

Trust Harris Head of Governance

Stafford Hospital Medical Director 01785 587926

Weston Road
Stafford
ST16 3SA

paul.archer@midstaffs.nhs.uk
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Newcastle Community and
Voluntary Support

12 Andrew Place
Newcastle-under-Lyme
Staffordshire

ST5 1DL

Jackie Wheeler
Chief Officer

Jackie Wheeler

Chief Officer

01782 629269
j.wheeler@nulcvs.co.uk

Newcastle-under-Lyme Borough
Council

Civic Offices

Merrial Street
Newcastle-under-Lyme
Staffordshire

ST5 2AG

John Sellgren
Chief Executive

Liz Dodd

Audit Manager

01782 742122
liz.j.dodd@newcastle-

staffs.gov.uk

The New School House
Tamworth Cornerstone Housing
2 Woodhouse Lane

Amington

Tamworth

B77 3AE

Stephanie Hood
Chief Executive
Officer

Neena Heath

Learning and Skills Co-ordinator
01827 311188
neenaheath@t-c-h-a.co.uk

North Staffordshire Combined
Healthcare Trust

Bellringer Road

Trentham Lakes South
Stoke-on-Trent

Staffordshire

ST4 8HH

Dr Olubukola
Adeyemo
Medical Director

Sandra Storey

Trust Board Secretary/Head of
Corporate & Legal Affairs
01782 275289
sandraj.storey@northstaffs.nhs.
uk

Oaknhill Primary School
Hawksworth
Tamworth

B77 2HH

Peter Hollis
Headteacher

Irene Love/Yvonne Timson
Office Manager/Clerical
Assistant

01827 475020
office@oakhill.staffs.sch.uk
admin@oakhill.staffs.sch.uk

Optima Community Housing
St Thomas House
80 Bell Barn Road

Elizabeth Carroll
Assistant Director

Ruth Bhullar
Housing Manager
0121 687 3133

Birmingham ruth.bhullar@optima.org.uk
B15 2AF
Orbit Heart of England Pauline Williams Simon Farneti

37/38 Borough Road
Burton-on-Trent
Staffordshire

DE14 2DA

District Housing
Manager

Community Housing Officer
01283 497406
simon.farneti@orbit.org.uk
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Outwoods Primary School Lesley Wells Lesley Wells

Harehedge Lane Headteacher Headteacher
Burton-on-Trent 01283 239113

Staffordshire headteacher@outwoods.staffs.s
DE13 0AS ch.uk

Pathway Project Kathy Coe Kathy Coe

Hope Centre Director Director

71-73 Upper St John Street 01543 442612

Lichfield kathycoe3000@hotmail.com
WS14 9DT

Paulet High School lan McArthur Nicola Mullinger

Violet Way Deputy Headteacher | Inclusion Support Manager
Stapenhill 01283 239710
Burton-on-Trent n.mullinger@paulet.co.uk
DE15 9RT

People, Potential, Possibilities (P3)
Eagle House
Cotmanhay Road

Gemma Bukel
Head of Trusts and
Tenders

Mark Simms
Deputy Chief Executive
01636 594950

llkeston mark.simms@p3charity.org
Derbyshire

DE7 8HU

The Rawlett School Tim Bassett Emma Clement

Comberford Road Headteacher Office Manager

Tamworth 01827 57178

Staffordshire eclement@rawlettschool.org
B79 9AA

Restart Andrew Boyle Andrew Boyle

Unit 19 Team Manager Team Manager

Podmore Street 01782 252708

Burslem andrew@restart.saltbox.org.uk
Stoke-on-Trent

ST6 2EZ

Ripplez CIC Family Nurse Chris Tully Debbie Nash

Partnership CEO Supervisor Family Nurse
Revive Healthy Living Centre Partnership

Roe Farm Lane 07717856272

Chaddesden debbienash@nhs.net

Derby

DE21 6ET

Riverside Group Ltd Cilla Aram Jean Tideswell

49 Western Boulevard Housing Services Housing Team Leader
Leicester Manager 01782 337851

LE2 7HN jean.tideswell@riverside.org.uk
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River View Primary and Nursery
School

Suffolk Road

Stapenhill

Burton-on-Trent

DE15 9HR

Chris Willoughby
Deputy Head

Chris Bell

Headteacher

01283 239510
headteacher@riverview.staffs.s
ch.uk

Ryecroft C.E. (C) Middle Scool
Denstone Road

Rocester

Uttoxeter

Staffordshire

ST14 5JR

Stephen Bardon
Headteacher

Stephen Bardon

Headteacher

01889 590394
headteacher@ryecroft.staffs.sc
h.uk

Sanctuary Housing Association
Chamber Court

Castle Street

Worcester

WR1 3Z2Q

Sarah Clarke-Kuehn
Commercial
Services Director

Julia Brook

Area Manager

01782 403512
julia.brook@sanctuary-

housing.co.uk

Sanctuary Supported Living
Sanctuary Group
Sanctuary House

Robert Gilroy
Area Services
Manager

Jan Wood
Local Services Manager
01283 564 491

Chamber Court Janet.Wood@sanctuary-

Worcester housing.co.uk

WR1 3ZQ

Sandon Business Enterprise & Arts | Karen Castrey Diane Drew

College Headteacher Deputy Head

Sandon Road 01782 377100

Meir ddrew@sandonmail.com

Stoke-on-Trent

ST3 7DF

Saxon Hill Community School Jon Thickett Helen Bowers

Kings Hill Road Headteacher Family Support Worker

Lichfield 01543 414892

Staffordshire hbowers@saxonhill.staffs.sch.u

WS14 9DE k

Sir Graham Balfour High School Fiona Hartley Fiona Hartley

North Avenue Senior Assistant Senior Assistant Headteacher

Stafford Headteacher 01785 223490

ST16 1NR fhartley@sirgrahambalfour.staff
s.sch.uk

Sleepie Beds Richard Barcroft Richard Barcroft

158 Moorland Road Managing Director Managing Director

Burslem 07503555408

Stoke-on-Trent richard@recyclemymattress.co.

ST6 1EB uk
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South Staffordshire and Shropshire
Healthcare NHS Foundation Trust
Mellor House

Corporation Street

Stafford

ST16 3SR

Claire Barkley
Medical Director

Dan Howard

Deputy Head of IM&T
01785 887695
dan.howard@sssft.nhs.uk

South Staffordshire District Council
Council Offices

Wolverhampton Road

Codsall

Staffordshire

WV8 1PX

Steve Winterflood
Chief Executive

Leigh Brookes

ICT Services Manager
01902 696614
l.brookes@sstaffs.gov.uk

South Staffordshire Housing
Association

Acton Court

Stafford

ST18 9AP

Janet Goode
Director of Customer
Services

Tony Price

Policy and Research Manager
01785 312117
tony.price@housing-plus.co.uk

South Staffordshire Network for
Mental Health

Mansell House

22 Bore Street

Lichfield

Staffordshire

WS13 6LL

Keri Lawrence
Project Co-ordinator

Keri Lawrence

Project Co-ordinator

01543 301139
keri.lawrence@ssnmentalhealth
.co.uk

Stafford and Rural Homes

1 Parker Court

Staffordshire Technology Park
Beaconside

Stafford

ST18 OWP

Karen Marshall
Head of Governance

Karen Marshall

Head of Governance
01785 216742
karen.marshall@sarh.co.uk

Stafford and Surrounds Clinical
Commissioning Group (CCG)
Greyfriars Therapy Centre

Unit 12

Greyfriars Business Park
Frank Foley Way

Stafford

ST16 2ST

Andrew Donald
Chief Officer

Val Jones

Director of Quality & Safety
01785 221057
val.jones@northstaffs.nhs.uk

Stafford Borough Council
Civic Centre

Riverside

Stafford

ST16 3AQ

Patrick Farrington
Councillor

Tracy Redpath

Policy and Partnerships
Manager

01785 619195
tredpath@staffordbc.gov.uk
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Staffordshire and Stoke-on-Trent
Partnership NHS Trust

2nd Floor

Morston House
Newcastle-under-Lyme
Staffordshire

ST51QG

Jonathan Tringham
Director of Finance
& Resources

Paula Ashfield

Head of IMaT

01827 306114
paula.ashfield@staffordshirecss
.nhs.uk

Staffordshire and West Midlands
Probation Trust

Stoke Probation Delivery Unit
Probation Office

Melbourne House

Forge Lane

Etruria

Hanley

ST15RQ

Angela Staplehurst
Head of Stoke
Probation

Jacqui Thompson

Information Officer

01785 223416
jacqui.thompson@swm.probatio

Nn.gsi.gov.uk

Staffordshire and West Midlands
Probation Trust

University Court

Staffordshire Technology Park
Beaconside

Stafford

ST18 0GE

Simon Lomas
Head of Probation
Staffordshire

Jacqui Thompson

DPA/Fol Officer

01785 231705
jacqui.thompson@swm.probatio

n.gsi.gov.uk

Staffordshire Civil Contingencies
Unit

Stafford Fire Station

Hydrant Way

Beaconside

Stafford

ST18 0DD

Andy Marshall
Director of Civil
Contingencies

Peter Taylor

Principal Civil Continigencies
Officer

01785 898615
p.taylor@staffordshirefire.gov.u
k

Staffordshire County Council
Staffordshire Place One
Tipping Street

Stafford

ST16 2DH

Nick Bell
Chief Executive

Philip Jones

Head of Information
Governance

01785 278364
philip.jones@staffordshire.gov.u
k

Staffordshire Fire and Rescue
Service

Service HQ

Pirehill

Stone

Staffordshire

ST15 0BS

David Greensmith
Director of Finance,
Assets and
Resources

Tracey Merrington

ICT Office Manager

01785 898658
tracey.merrington@staffordshire

fire.gov.uk
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Staffordshire Housing Association
308 London Road

Stoke-on-Trent

ST4 5AB

Tim Sheail
Director of Housing
Services

David Allcock

Housing Manager

01782 743849
dave.allcock@staffshousing.org
.uk

Tracy Christian-Hansen

Policy and Performance
Manager

01782 749831
tracy.christianhansen@staffsho

using.org.uk

Staffordshire Moorlands District
Council

Moorlands House

Stockwell Street

Leek

ST13 6HQ

Simon Baker
Chief Executive

David Smith

Community Safety and
Enforcement Manager

01538 395692
david.smith@staffsmoorlands.g
ov.uk

Staffordshire Police

Mike Cunningham

Partnership Information

Police Headquaters Chief Constable Exchange Team

PO Box 3167 01785 234015

Weston Road information.exchange@stafford

Stafford shire.pnn.police.uk

ST16 9JZ

Staffordshire University Academy David Evans Heather Holyhead

Marston Road Principal Data Manager

Cannock 01543 512415

Staffordshire hholyhead@staffordshireuniver

WS12 4JH sityacademy.org.uk

Staffordshire Women’s Aid Dickie Chester- Sue Lee

PO Box 2387 James Accomodation Support

Stafford Chief Executive Manager

ST16 3WS 01785 782752
suanlee@btconnect.com

Stafford Sports College J Slack A Bradbury

Wolverhampton Road Headteacher Assistant SENCO

Stafford 01785 258383

ST17 9DJ ab@staffordsportscollege.staffs.

sch.uk

St Elizabeth’s Catholic Primary
School

Claremont Road

Tamworth

Staffordshire

B79 8EN

Jane Rowlands
Headteacher

Jane Rowlands
Headteacher

01827 475860
headteacher@st-
elizabeths.staffs.sch.uk
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St Gabriel’s Catholic Primary John Hayes John Hayes

School Headteacher Headteacher

Wilnecote Lane 01827 475045

Belgrave headteacher@st-
Tamworth gabriels.staffs.sch.uk
Staffordshire

St Giles Catholic Primary School Anne Green Elaine Wilcox

Charles Street Principal Office Services Manager
Cheadle 01538 753220
Stoke-on-Trent office@st-giles.staffs.sch.uk
Staffordshire

ST10 1ED

Stoke-on-Trent City Council John van de Steve Sankey

Civic Centre Laarschot Assistant Director Business

Glebe Street
Stoke-on-Trent
ST4 1HH

Chief Executive

Technology
01782 232779
steve.sankey@stoke.gov.uk

Stoke-on-Trent Clinical
Commissioning Group (CCG)
The Herbert Minton Building
79 London Road
Stoke-on-Trent

ST4 7PZ

Dr Steve Fawcett
Clinical Director,
Planned Care
Caldicott Guardian

Dr Andrew Bartlam

Clinical Accountable Officer
01782 298215
andrew.bartlam@stoke.nhs.uk

Stoke-on-Trent Street Pastors
Bemersley House

Gitana Street

Hanley

Stoke-on-Trent

ST11DY

Andrew Tesla
Co-ordinator

Terry English

Co-ordinator

07927 637452
terryenglish50@gmail.com

Stoke-on-Trent Youth Offending
Services

Liberty House

Marsden Street

Hanley

Stoke-on-Trent

ST1 2BW

Hazel Williamson
Lead for the Youth
Offending Service

Joanne Davies

Office Manager

01782 235650
joanne.davies@stoke.gov.uk

Stoneydelph Primary School
Crowden Road

Wilnecote

Tamworth

Staffordshire

B77 4LS

Jenny Wallbank
Headteacher

Gemma Grainger

Deputy Headteacher

01827 896666
deputy@stoneydelph.staffs.sch.
uk
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Stretton Pre School
Springs Children’s Centre
Bitham Lane

Stretton

Burton-on-Trent

DE13 OHB

Sarah Evans
Chariperson/Office
Manager

Sarah Newton
Care Manager
01283 239708
strettonpreschool@yahoo.com

Tamworth Enterprise College

Simon Turney

Rebecca Hart

Birds Bush Road Headteacher Behaviour Intervention Co-
Belgrave ordinator

Tamworth 01827 285596

Staffordshire rhart@tamworthenterprisecolleg
B77 2NE e.org

Thomas Russell Infants School Lisa Farmer Lisa Farmer

Station Road Co-Headteacher Co-Headteacher
Barton-under-Needwood 01283 239350

Staffordshire
DE13 8DS

admin@thomasrussellinfants.co
Uk

Three Peaks Primary School

Richard Penn-

Richard Penn-Bourton

Fossdale Road Bourton Headteacher

Wilnecote Headteacher 01827 896424

Tamworth headteacher@threepeaks.staffs
Staffordshire .sch.uk

Trent and Dove Housing David Jones Emma Bligh

Trinity Square
Horninglow Street
Burton-on-Trent
Staffordshire
DE14 1BL

Director of Housing
Services

Tenancy Enforcement Officer
01283 528654
emma.bligh@trentanddove.org

Janes Stokes

Indepednent Living Manager
01283 528605
jane.stokes@trentanddove.org

Two Rivers High School
Torc Vocational Centre
Silverlink Road
Tamworth

B77 2HJ

Tina Bridgwater
Deputy Headteacher

Tina Bridgwater

Deputy Headteacher
01827 475690
tinabridgwater@tworivers-
high.staffs.sch.uk

Two Rivers Primary School
Quince

Amington

Tamworth

B77 4EN

Margaret Simms
Deputy Headteacher

Margaret Simms

Deputy Headteacher
01827 475740
margaretsimms@tworivers-
primary.staffs.sch.uk
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University Hospital of North
Staffordshire

Trust Headquaters

City General

Newcastle Road
Stoke-on-Trent
Staffordshire

ST4 6QG

Dr John Oxtoby
Caldicott Guardian

Helen Grocott

Information Governance
Manager

01782 676492
helen.grocott@uhns.nhs.uk

The Weston Road Academy
Blackheath Lane

Stafford

ST18 0YG

Teresa Merchant-
Murphy

Director of Finance
and Support
Services

Teresa Merchant-Murphy
Director of Finance and Support
Services

01785 356702
tmm@westonroad.staffs.sch.uk

William MacGregor Primary School
Glascote Road

Tamworth

B77 2AF

Susie Sedgley
Headteacher

Susie Sedgley

Headteacher

01827 475705
headteacher@williammacgrego
r.staffs.sch.uk

William Shrewsbury Primary

Bernadette Hunter

Pam Wooding

School Headteacher Assistant Headteacher/SENCO
Church Road 01293 239131

Stretton pwooding@williamshrewsbury.s
Burton-on-Trent taffs.sch.uk

Staffordshire

DE13 OHE

Wilnecote High School Stuart Tonks Ric Sbarra

Tinkers Green Road Headteacher Deputy Headteacher

Wilnecote 01827 831300

Tamworth ricsbarra@wilnecote-

Staffordshire high.staffs.sch.uk

B77 5LF

Wilnecote Junior School Jonathan Keay Karen Sargent

Smithy Lane Headteacher Associate Headteacher

Wilnecote 01827 475035

B77 5LA headteacher@wilnecote-
junior.staffs.sch.uk

Winshill Village Primary & Nursery | K Ann DaSilva K Ann DaSilva

School Headteacher Headteacher

Brough Road 01283 239485

Winshill
Burton-on-Trent
Staffordshire
DE15 ODH

headteacher@winshillvillage.sta
ffs.sch.uk
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WM Housing Group
9 Little Park Street
Coventry

CV1 2UR

Karen McDowall
Head of Customer
Experience

Karen McDowall

Head of Customer Experience
02476 767066
karen.mcdowall@whitefriarshou

Woodlands Community Primary
School

Canning Road

Glascote

B77 3JX

Jonathan Baker
Headteacher

Hazel Southam-Feeney

Office Services Manager
01827 475567
office@woodlands.staffs.sch.uk

Your Housing Group
Eaton House
Buxton Road

Leek

ST13 6EQ

Martin Stevenson
Regional Director
South

Nick Grubb

Head of Moorlands Housing
01538 380611
nick.grubb@yourhousinggroup.
co.uk
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Appendix B
Legislation Summary
Data Protection Act 1998

Schedule 1 — The Data Protection Principles
http://www.leqgislation.gov.uk/ukpga/1998/29/schedule/1

Human Rights Act 1998

Article 8 — Right to respect for private and family life
http://www.legislation.gov.uk/ukpga/1998/42/schedule/1

Common Law Duty of Confidentiality

Paragraph 3.12 — Confidential information
https://www.education.gov.uk/publications/eOrderingDownload/00807-2008BKT-EN-

MarchQ9.pdf

Crime and Disorder Act 1998

Section 115 — Disclosure of information
http://www.leqgislation.gov.uk/ukpga/1998/37/section/115

Section 17 — Duty to consider Crime and Disorder implications
http://www.legislation.gov.uk/ukpga/1998/37/section/17

Section 37 — Aim of the youth justice system
http://www.legislation.gov.uk/ukpga/1998/37/section/37

Section 39(5) — Youth offending teams
http://www.legislation.gov.uk/ukpga/1998/37/section/39

The Police and Justice Act 2006

Schedule 9 paragraph 5 — Sharing of information
http://www.leqgislation.gov.uk/ukpga/2006/48/schedule/9

Statutory Instruments 2007 No. 1831 the Crime and Disorder (Prescribed
Information) Regulations 2007

Section 2, 3, 4 — Sharing of Information by Responsible Authorities
http://webarchive.nationalarchives.gov.uk/20100413151426/opsi.gov.uk/si/si2007/uks
i 20071831 en 1

Statutory Instrument 2007 No. 1830 the Crime and Disorder (Formulation and
Implementation of Strategy) Regulations 2007

Part 4(1) and 4(2) — Information Sharing
http://www.leqgislation.gov.uk/uksi/2007/1830/requlation/4/made

Regulation of Investigatory Powers Act 2000
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Section 21 — Lawful acquisition and disclosure of communications data
http://www.legislation.gov.uk/ukpga/2000/23/part/l/chapter/II

Access to Health Records Act 1990

Section 3(1)(f) — Right of Access to health records
http://www.legislation.gov.uk/ukpga/1990/23/section/3

The Freedom of Information Act 2000

Section 1 — General right of access to information held by public authorities
http://www.legislation.gov.uk/ukpga/2000/36/section/1

Section 19 — Publication schemes
http://www.leqgislation.gov.uk/ukpga/2000/36/section/19

The Local Government Act 1972

Section 111 — Subsidiary powers of local authorities
http://www.legislation.gov.uk/ukpga/1972/70/section/111

Localism Act 2011

Section 1 — Local authority’s general power of competence
http://www.legislation.gov.uk/ukpga/2011/20/section/1/enacted

Immigration and Asylum Act 1999

Section 20 — Supply of information to the Secretary of State
http://www.legislation.gov.uk/ukpga/1999/33/section/20

Criminal Justice Act 2003

Section 325 — Arrangements for assessing risks posed by certain offenders
http://www.legislation.gov.uk/ukpga/2003/44/section/325

The Children Act 1989

Sections 17 — Provision of services for children in need, their families and others
http://www.legislation.gov.uk/ukpga/1989/41/section/17

Section 27 — Co-operation between authorities
http://www.legislation.gov.uk/ukpga/1989/41/section/27

Section 47 — Local authority’s duty to investigate
http://www.legislation.gov.uk/ukpga/1989/41/section/47

Schedule 2 — Local authority support for children and families
http://www.legislation.gov.uk/ukpga/1989/41/schedule/2

The Children Act 2004

Section 10 — Co-operation to improve well-being
http://www.legislation.gov.uk/ukpga/2004/31/section/10
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Section 11 — Arrangements to safeguard and promote welfare
http://www.legislation.gov.uk/ukpga/2004/31/section/11

Children (Leaving Care) Act 2000

Section 2 — Additional functions of local authorities in respect of certain children
http://www.legislation.gov.uk/ukpga/2000/35/section/2

Protection of Children Act 1999

Section 1 — Duty of Secretary of State to keep list
http://www.legislation.gov.uk/ukpga/1999/14/pdfs/ukpga 19990014 en.pdf

Education Act 1996

Section 13 — General responsibility for education
http://www.legislation.gov.uk/ukpga/1996/56/section/13

Section 408 — Provision of information
http://www.leqgislation.gov.uk/ukpga/1996/56/section/408

Section 434(4) — Registration of pupils
http://www.leqgislation.gov.uk/ukpga/1996/56/section/434

Education Act 2002

Section 175 — Duties of LEAs and governing bodies in relation to welfare of children
http://www.legislation.gov.uk/ukpga/2002/32/section/175

Section 21 — General responsibility for conduct of school
http://www.legislation.gov.uk/ukpga/2002/32/section/21

Education (SEN) Regulations 2001

Regulation 6 — Notices relating to assessment
http://www.legislation.gov.uk/uksi/2001/3455/regulation/6/made

Regulation 18 — Reviews of statements
http://www.legislation.gov.uk/uksi/2001/3455/regulation/18/made

Education (Pupil Information) Regulations 2005

Section 5(5) — Disclosure of curricular and educational records
http://www.legislation.gov.uk/uksi/2005/1437/regulation/5/made

Learning and Skills Act 2000

Section 114 — Provision of services
http://www.leqgislation.gov.uk/ukpga/2000/21/section/114

Section 115 — Consultation and coordination
http://www.leqgislation.gov.uk/ukpga/2000/21/section/115

Section 117 — Educational institutions: information and access
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http://www.leqgislation.gov.uk/ukpga/2000/21/section/117

Section 119 — Information: supply by Secretary of State
http://www.legislation.gov.uk/ukpga/2000/21/section/119

National Health Service Act 1977

Section 2 — Secretary of State’s general power as to services
http://www.legislation.gov.uk/ukpga/1977/49/section/2

Section 22 — Co-operation between health authorities and local authorities
http://www.leqislation.gov.uk/ukpga/1977/49/section/22

Health Act 1999

Section 27 — Co-operation between NHS bodies and local authorities
http://www.leqislation.gov.uk/ukpga/1999/8/section/27

National Health Service and Community Care Act 1990

Provision of accommodation and welfare services
http://www.leqgislation.gov.uk/ukpga/1990/19/part/Il|

National Health Service Act 2006

Section 82 — Co-operation between NHS bodies and local authorities
http://www.legislation.gov.uk/ukpga/2006/41/section/82

National Audit Act 1983

Section 8 — Right to obtain documents and information
http://www.legislation.gov.uk/ukpga/1983/44/section/8

Civil Contingencies Act 2004

Part 1 — Local arrangements for civil protection
http://www.legislation.gov.uk/ukpga/2004/36/part/1

Part 2 — Emergency powers
http://www.legislation.gov.uk/ukpga/2004/36/part/2

Caldicott

Report on the review of patient-identifiable information
http://webarchive.nationalarchives.gov.uk/+/www.dh.gov.uk/en/Publicationsandstatisti
cs/Publications/PublicationspolicyandGuidance/DH 4068403

Mental Capacity Act 2005 Code of Practice

Chapter 4 — How does the Act define a person’s capacity to make a decision and
how should capacity be assessed?
http://www.justice.gov.uk/downloads/protecting-the-vulnerable/mca/mca-code-
practice-0509.pdf

Page 4190



Appendix B

Every child matters

Every Child Matters: Change for Children
https://www.education.gov.uk/publications/eOrderingDownload/DfES10812004.pdf

Safeguarding

Safeguarding Children in Education (DfES 2004)
https://www.education.gov.uk/publications/eOrderingDownload/DfES-0027-2004.pdf

Further detail regarding the above legislation and additional guidance can be found
at the following link:
http://www.staffordshire.gov.uk/community/InfoShare/Guidance/L egislationGuidance.

pdf
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Appendix C
Conditions of Consent
1. When to obtain consent

1.1 Principle 1 of the Data Protection Act 1998 says that organisations have to satisfy
one or more of the conditions outlined in schedule 2 of the Act in order to legitimise
their processing of personal data, unless an exemption applies. In addition to this,
organisations processing sensitive personal data, i.e. information relating to a
person’s physical or mental health, will also need to satisfy a schedule 3 condition.

Consent is one of the schedule 2 conditions (this must be explicit consent for
schedule 3) that the Act provides to legitimise processing.

1.2 Although consent will provide a basis on which organisations can share personal
data, it is not always achievable or even desirable and therefore organisations should
consider which condition is most appropriate to the sharing that will be taking place. It
is bad practice to offer individuals a choice if the sharing is going to take place
regardless of their wishes, i.e. where it is required by statute.

1.3 The Information Commissioner’s Office has provided that consent and explicit
consent is most likely to be required when:

- Confidential or particularly sensitive information is going to be shared without a
clear legal basis for doing so;

- The individual would be likely to object if the data was shared without their consent;
- The sharing is likely to have a significant impact on an individual or group of
individuals.

1.4 It will be the decision of the sharing Partners to identify which schedule 2 and,
where necessary, schedule 3 conditions will be relied upon for a particular sharing
practice. Where that condition is consent Partners must be sure that individuals know
exactly what information sharing they are consenting to and understand the
implications for them. They must have genuine control over whether or not the data
sharing takes place.

1.5 In the past consent has often either been assumed or implied which has made it
very difficult to prove if it was actually given when things have gone wrong. For this
reason, where consent is required it is almost always recommended that it should be
explicit.

2. Valid consent

2.1 Consent is defined in the European Data Protection Directive as:
‘any freely given specific and informed indication of his wishes by which the data
subject signifies his agreement to personal data relating to him being processed’.

2.2 For consent to be valid and informed, the person concerned must:

Not be acting under duress (see paragraph 2.3);

Have received sufficient information to make a decision (see paragraph 2.4);
Actively signify agreement; and

Have the capacity to make the decision (see paragraph 3).
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2.3 Consent must be given voluntarily and freely without any pressure or undue
influence being exerted on the person by either those seeking consent or family and
friends of the person whose consent is being sought.

2.4 Partners must ensure that the person concerned understands:
¢ In broad terms why their information needs to be shared;

o What type of information may be involved in the sharing; and

e Who that information may be shared with.

2.5 The person should also be advised of their rights with regard to their information,
namely:

e The right to withhold their consent

e The right to place restrictions on the use of their information

e The right to withdraw their consent at any time

¢ The right to have access to their records

2.6 As well as discussing consent with the person, it is good practice to provide the
person with information in written form, in an appropriate format i.e. language, Braille.

2.7 The key criterion that must be satisfied when obtaining consent is that the person
concerned should be ‘mentally and emotionally capable of giving informed consent of
their own free will’.

3. Capacity

3.1 For a person to have capacity to provide consent they must be able to
comprehend and retain the information material to the decision and must be able to
consider this information in the decision making process.

3.2 There is a general assumption that individuals aged 16 and under are considered
not to have sufficient understanding to provide consent for themselves and where
consent is required in these circumstances, it will usually be sought from someone
with parental responsibility. However this is not always the case and there will be
circumstances where some individuals under 16 will be able to provide valid and
informed consent.

3.3 Following the case of Gillick v West Norfolk and Wisbech AHA [1986] AC 122,
the courts held that young people (below the age of 16) who have sufficient
understanding and intelligence to enable them to understand fully what is involved,
will also have capacity to consent.

3.4 It should be seen as good practice to involve the parent(s) of the young person in
the consent process, unless this is against the wishes of the young person.

3.5 The Children Act 1989 sets out persons who may have parental responsibility,
these include:

e The child's parents if married to each other at the time of conception or birth;

e The child's mother, but not the father if they were not married, unless the father
has acquired parental responsibility via a court order or a parental responsibility
agreement, or the couple subsequently marry;

e The child’s father, where the parents are unmarried but the father has registered
the child with the mother, where the birth has been registered after 1% December
2003 (Children Act 1989 S4 (a)1A));

e The child's legally appointed guardian;
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e A person in whose favour the court has made a residence order in respect of the
child;

¢ A local authority designated in a care order in respect of the child;

e A local authority or other authorised person who holds an emergency protection
order in respect of the child.

It should be noted that foster carers or guardians do not automatically have parental
responsibility.

3.6 Individuals aged 16 and over are considered to have sufficient understanding in
order to provide consent however this will not necessarily always be the case. In
circumstances where the individual is considered not capable of providing consent, it
will usually be sought from someone acting on behalf of the individual in their best
interests.

3.7 The Mental Capacity Act 2005 provides the legal framework for acting and
decision-making on behalf of individuals aged 16 and over who lack the mental
capacity to make decisions on their own behalf.

3.8 Section 1 of the Act sets out the five ‘statutory principles’ which are the values
that underpin the Acts requirements. The principles are as follows:

1. A person must be assumed to have capacity unless it is established that they lack
capacity.

2. A person is not to be treated as unable to make a decision unless all practicable
steps to help him to do so have been taken without success.

3. A person is not to be treated as unable to make a decision merely because he
makes an unwise decision.

4. An act done, or decision made, under this Act for or on behalf of a person who
lacks capacity must be done, or made, in his best interests.

5. Before the act is done, or the decision is made, regard must be had to whether the
purpose for which it is needed can be as effectively achieved in a way that is less
restrictive of the person’s rights and freedom of action.

3.9 The Act is intended to be enabling and supportive of people who lack capacity,
not restrictive or controlling of their lives. The underlying philosophy of the Act is to
ensure that any decision made, or action taken, is made in the best interests of the
individual.

3.10 The BMA has published guidance on the assessment of capacity.

4. Obtained and recorded consent

4.1 In order for consent to be obtained lawfully it is essential that all persons who
may be expected to obtain consent for the sharing of personal information receive
appropriate training, and that under normal circumstances only those employees who
have received training and been approved by management, should seek consent.
4.2 Consent may be given verbally, non-verbally or in writing. In order to avoid any

confusion or misunderstanding at later date, non-verbal and verbal consent should
be witnessed and the details of the witness recorded.
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4.3 All agencies should have in place a means by which an individual, or their
guardian/representative, can record their explicit consent to personal information
being disclosed and any limitations, if any, they wish to place on that disclosure.

4.4 The consent form should indicate the following:

Details of the agency and person obtaining consent

Details of the person whose personal details may/will be shared

The purpose for the sharing of the personal information

The type of personal information that will be shared

Details of any sensitive information that will be shared

The organisation(s) with whom the personal information may/will be shared
Any time limit on the use of the consent

The right to withhold their consent

Any limits on disclosure of personal information, as specified by the individual
The right to withdraw their consent at any time

The right to have access to their records

Details of the supporting information given to the individual

Details of the person (guardian/representative) giving consent where appropriate

A ‘Consent form template’ and ‘Consent checklist’ can be found at the following link:
Consent form template.

4.5 The agency obtaining consent will:

a) securely retain the consent form on the individual’s file/record and record any
relevant information on any electronic systems used; and

b) provide the individual or their guardian/representative, having signed the consent,
a copy for their retention.

5. Expiry of consent

5.1 In general once a person has given consent, that consent may remain valid for an
indefinite duration, unless the person subsequently withdraws that consent.

5.2 For the purpose of this Protocol the consent duration should be time limited to the
specific ‘piece of work’ that is being proposed.

5.3 It should be considered good practice to seek ‘fresh’ consent once the original
piece of work is completed or there are significant changes in the circumstances of
the person or the work being undertaken.

6. Refusal and withdrawal of consent

6.1 If a person makes a voluntary and informed decision to refuse consent for their
personal information to be shared, this decision must be respected unless there are
sound legal grounds for not doing so.

6.2 A person, having given their consent, is entitled at any time to subsequently
withdraw that consent. Like refusals, their wishes must be respected unless there are
sound legal grounds for not doing so.

6.3 Partner agencies should remember that it is bad practice to offer individuals a

choice if the sharing is going to take place regardless of their wishes, i.e. where it is
required by statute.
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6.4 If a person refuses or withdraws consent the consequences of doing so should
be explained to them but care must be exercised not to place the person under any
undue pressure.

7. Disclosing with consent

7.1 Only staff that have been authorised to do so should disclose personal
information about an individual service user.

7.2 Prior to disclosing personal information about an individual, the authorised
member of staff should check the individual’s file/record in order to ascertain:

e That consent to disclose has been given;

e The consent is applicable for the current situation; and

¢ Any restrictions that have been identified by the individual.

7.3 Upon the first instance of disclosure with regards to a particular sharing situation,
the Partner making the disclosure should forward a copy of the individual’s consent
form to the receiving Partner.

7.4 Sharing of personal information will be carried out in line with the process
outlined in section 4 of the Protocol (process for sharing) and in accordance with any
agreed individual Information Sharing Agreement.

7.5 Where personal information has been disclosed to another agency, a record of
that disclosure should be made on the individual’s file/record, this should include:

a) The date the information was disclosed

b) Details of who made the disclosure

c) Details of what information was disclosed

d) Details of who the disclosure was made to

e) Details of how the disclosure was made

7.6 Where a disclosure is made with consent the providing, and recipient, agency
should have procedures in place to record information provided/received in line with
paragraph 4.10 of the Protocol:

The date the information was requested

Details of the person(s) that made the request

Details of the information requested

The personal details of the person(s) who is the subject of the information

Any restrictions placed on the information that has been provided i.e. ‘not to be
isclosed to the service user’

Details of the person that authorised the disclosure

The grounds for disclosing

Whether consent has been sought and received

Details of the information provided/received

The date the information was provided/received

e 6 o o o O o o o o o

A ‘Request for Disclosure form’ and Decision to Disclose form’ can be found at the
following links: Request for Disclosure form — Decision to Disclose form.

8. Disclosing without consent
8.1 Disclosure of personal information without consent must be justifiable where

other statutory conditions, or the criterion for claiming an exemption under the Data
Protection Act, can be met. Without such justification both the agency and the
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member of staff expose themselves to the risk of prosecution, liability to a
compensation order under the Data Protection Act or damages for a breach of the
Human Rights Act.

8.2 All agencies who are party to this Protocol should set in place policies and
procedures that deal specifically with the sharing of information in emergency
situations e.g. major disaster.

8.3 Agencies should designate a person who has the knowledge and authority to
take responsibility for making decisions on disclosure without consent. This person
should hold sufficient seniority within the agency with influence on policies and
procedures. Within the health and social care agencies it is expected that this person
will be the Caldicott Guardian.

8.4 Where personal information has been disclosed to another agency without
consent, a record of that disclosure should be made on the individual’s file/record,
this should include:

a) The date the information was disclosed

b) Details of who made the disclosure

c) Details of what information was disclosed

d) Details of who the disclosure was made to

e) Details of how the disclosure was made

8.5 Where a disclosure is made without consent the providing, and recipient, agency
should have procedures in place to record information provided/received in line with
paragraph 4.10 of the Protocol:

e The date the information was requested

e Details of the person(s) that made the request

o Details of the information requested

e The personal details of the person(s) who is the subject of the information

e Any restrictions placed on the information that has been provided i.e. ‘not to be
disclosed to the service user

e Details of the person that authorised the disclosure

The grounds for disclosing

Whether consent has been sought and received

Details of the information provided/received

The date the information was provided/received

A ‘Request for Disclosure form’ and Decision to Disclose form’ can be found at the
following links: Request for Disclosure form — Decision to Disclose form.

8.6 It is essential that all agencies who are party to the Protocol have policies and
procedures in place governing who may disclose personal information and that those
policies/procedures are communicated to all of their employees.
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Appendix D
Information Sharing Agreement

In order to maintain a consistent approach, all agencies who are party to the One
Staffordshire Information Sharing Protocol will ensure that any Individual Information
Sharing Agreements contain the following information:-

Basis for sharing — legal powers, processing conditions and fairness;
Purpose(s) of the sharing;

Data to be shared;

Recipients or types of recipients;

Data quality — accuracy, relevance, compatibility, usability, etc;
Retention and destruction;

Rights of the data subject — Subject Access Requests, Freedom of
Information requests, queries and complaints;

Security arrangements;

Sanctions for failure to comply and/or staff breaches

Review of effectiveness; and

Termination of Agreement.

All Individual Information Sharing Agreements will be approved by the respective
Designated Liaison Officer nominated within each agency (see paragraph 3.6).

Where Information Sharing Agreements exist between agencies prior to signing up to
the One Staffordshire Information Sharing Protocol, such Agreements will remain
valid. However, those Agreements should be reviewed and if necessary brought into
line with the One Staffordshire Information Sharing Protocol at the earliest
opportunity in order to maintain a consistent approach.

Purposes for sharing data under an individual Information Sharing Agreement may
be short term in the nature of a joint operation by Partner agencies or medium term
to support the ongoing activities of a specific Partner or other group of Partners.

The individual Information Sharing Agreement in relation to a specific operation will
be valid for the period of that operation only.

All Information Sharing Agreements will be governed by the principles set out in the
One Staffordshire Information Sharing Protocol but each will declare its specifics on
the template provided at the following link: Information Sharing Agreement template.
Signature, by participants, of the Agreement will imply acceptance of the provisions
of all parts of the Protocol.
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Appendix E
Fair Processing

The first principle of the Data Protection Act 1998 requires that personal data is
processed fairly. This means that people should generally be aware of which
organisations are sharing their personal data as well as what it is being used for.

Fairness also requires that where personal data is shared, that it is reasonable, and
that individuals would be likely to expect the sharing and would not reasonably object
to it if they were given the opportunity.

The most common method of satisfying the requirement of fairness is to provide the
data subject with a Fair Processing Notice or Privacy Notice. In a sharing context, a
privacy notice should at least tell a data subject:

- Who you are
- Why you are going to share personal data
- Who you are going to share personal data with

Where consent will be obtained in order to satisfy a schedule 2 and, where
necessary, schedule 3 condition a Fair Processing Notice should be provided to the
data subject at the same time.

Where any of the other conditions are being relied on, a Fair Processing Notice
should be provided to the data subject either:

- At the time the personal data is collected; or

- As soon as possible after deciding to share, where the information is already
held by the organisation.

Responsibility for providing a Fair Processing Notice generally falls to the
organisation that collected the data originally; however it is good practice for all
Partners that are involved in sharing to ensure that individuals remain aware of who
has their personal data and what it is being used for.

There are exceptions to the requirement to satisfy fairness, i.e. where the processing
is in connection with the prevention and detection of a crime or the apprehension and
prosecution of offenders, in which case sharing can be carried out without informing
the data subject. Processing in these circumstances must still meet the conditions
outlined in schedule 2, and where necessary, schedule 3 of the Act.

A ‘Fair Processing Notice template’ can be found at the following link: Fair
Processing Notice template.
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Appendix F
Individual Information Sharing Agreements

Additional information — Youth Offending Teams
Additional Information - Youth Offending Teams

Safer Estates Agreement
Safer Estates Agreement

Anti-Social Behaviour Orders
Anti-Social Behaviour Orders

Newcastle Safer Communities Partnership Anti-Social Behaviour information
exchange — Secure Web Portal
Newcastle Secure Web Portal

Patchwork
Patchwork Agreement

Safer Schools Partnership
Safer Schools Partnership
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Appendix G
Information Sharing Protocol templates

Consent form template (Addition to Appendix C)
Consent form template

Request for Disclosure form (Addition to Appendix D)
Request for Disclosure form

Decision to Disclose form (Addition to Appendix D)
Decision to Disclose form

Confidentiality Agreement template (Addition to Appendix D)
Confidentiality Agreement template

Information Sharing Agreement template (Addition to Appendix D)
Information Sharing Agreement template

Fair Processing Notice template (Addition to Appendix E)
Fair Processing Notice template
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AUDIT AND GOVERNANCE commmggg enda ltem 10
31 OCTOBER 2013

REPORT OF THE SOLICITOR TO THE COUNCIL AND MONITORING OFFICER
REVIEW OF ANTI-MONEY LAUNDERING POLICY

EXEMPT INFORMATION

None

PURPOSE

This report provides the Committee with a review of the Council’s key Anti-Money
Laundering Policy.

RECOMMENDATIONS

To approve the revised Anti-Money Laundering Policy and refer to Council for
adoption in the Council’s Policy Framework.

EXECUTIVE SUMMARY
Review of Anti-Money Laundering Policy

The Council is committed to high standards of Ethical and Corporate Governance
which give a high organisational commitment to zero tolerance to fraud, corruption
and bribery.

The revised Anti-Fraud and Corruption Policy and Whisteblowing Policy are also
under review as part of an internal audit on fraud awareness and reports on updating
these policies will also be submitted to Audit and Governance Committee for
approval and full Council for adoption. The opportunity has been taken to update all
three policies at this stage. As a result of the review the policies will be fit for purpose
and ensure high standards of corporate governance of the Council’s affairs. The
policies are also being presented to the unions and reported to Appointments and
Staffing Committee to comply with employment regulations.

Training sessions will be carried out for all staff on Anti-Money Laundering
requirements through the internal on-line facility.

RESOURCE IMPLICATIONS

There will be no resource implications. Any amendments to the Council’s policies will
be placed on the Council’'s website and included as required in the Constitution.
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LEGAL/RISK IMPLICATIONS BACKGROUND

There are no Financial, Equality, Diversity and Human Rights, Consultation,
Community Safety, Health and Safety and Risk Management Implications other than
mentioned in the executive summary.

SUSTAINABILITY IMPLICATIONS

None.

BACKGROUND INFORMATION
Background

Governance is about how the Council ensures that it is doing the right things, in the
right way, for the right people, in a timely, inclusive, open, honest and accountable
manner. It comprises the systems and processes, and cultures and values, by which
such bodies are directed and controlled and through which they account to, engage
with and, where appropriate, lead their communities.

The Council strives to meet the highest standards of corporate governance to help
ensure it meets its objectives. Members and Officers are responsible for putting in
place proper arrangements for the governance of the Council’s affairs and the
stewardship of the resources at its disposal.

The Council’'s Ethical Governance arrangements are a key part of good Corporate
Governance and important component parts of this are the Council’'s Anti-Money
Laundering Policy as well as the Anti-Fraud and Corruption Policy and the
Whistleblowing Policy. The policies are subject to regular review to ensure that they
remain fit for purpose. The Committee last reviewed the Anti-Fraud and Corruption
Policy and the Whistleblowing Policy at its meeting on 11 September 2012. The
Committee is now asked to review its Anti-Money Laundering Policy.

Governance forms parts of the Council’'s commitment to customer excellence which
underpins the Council’s Strategic Plan and vision.

REPORT AUTHOR

Jane M Hackett Solicitor to the Council and Monitoring Officer Tel: 709258 if you
would like further information or clarification prior to the meeting.

LIST OF BACKGROUND PAPERS

None

APPENDICES

Policy
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Tamworth Borough Council
Anti-Money Laundering Policy

1. Introduction

Although local authorities are not directly covered by the requirements of the
Money Laundering Regulations 2007, guidance from CIPFA indicates that they
should comply with the underlying spirit of the legislation and regulations.

Tamworth Borough Council is committed to the highest possible standards of
conduct and governance, therefore, it has put in place appropriate and
proportionate anti-money laundering safeguards and reporting arrangements.

All organisations, including the Council, must report any money laundering
suspicions for cash transactions over 15,000 Euros. To help prevent money
laundering, the Council has set a cash payment limit of £5,000. No cash
payments above £5,000 are to be accepted by any Council service.

This is not designed to prevent customers making payments for Council services
but to minimise the risk to the Council of high value cash transactions.

2. Scope of the Policy

This policy applies to all employees, whether permanent or temporary, and
Members of the Council.

Its aim is to enable employees and Members to respond to a concern they have
in the course of their dealings for the Council. Individuals who have a concern
relating to a matter outside work should contact the Police.

3. Definition of Money Laundering

Money laundering describes offences involving the integration of the proceeds of
crime or terrorist funds into the mainstream economy. Such offences are defined
under the Proceeds of Crime Act 2002 (“the Act”); the following are ‘prohibited
acts’

» Concealing, disguising, converting, transferring or removing criminal
property from the UK

» Becoming involved in an arrangement which an individual knows or
suspects facilitates the acquisition, retention, use or control of criminal
property by or on behalf of another person

» Acquiring, using or possessing criminal property

» Failure to disclose one of the offences listed above, where there are
reasonable grounds for knowledge or suspicion
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» Doing something that might prejudice an investigation e.g. falsifying a
document

» Tipping off a person(s) who is or is suspected of being involved in money
laundering in such a way as to reduce the likelihood of or prejudice an
investigation

Provided the Council does not undertake activities regulated under the Financial
Services and Markets Act 2000, the offences of failure to disclose and tipping off
do not apply. However, the Council and its employees and Members remain
subject to the remainder of the offences and the full provisions of the Terrorism
Act 2000.

The Terrorism Act 2000 made it an offence of money laundering to become
concerned in an arrangement relating to the retention or control of property likely
to be used for the purposes of terrorism, or resulting from acts of terrorism.

Although the term ‘money laundering’ is generally used to describe the activities
of organised crime, for most people it will involve a suspicion that someone they
know, or know of, is benefiting financially from dishonest activities.

Potentially very heavy penalties (unlimited fines and imprisonment up to fourteen
years) can be handed down to those who are convicted of one of the offences
above.

4. Requirements of the Money Laundering Legislation
The main requirements of the legislation are:

» To appoint a money laundering reporting officer

» Maintain client identification procedures in certain circumstances

» Implement a procedure to enable the reporting of suspicions of money
laundering

» Maintain record keeping procedures

5. The Money Laundering Reporting Officer (MLRO)
The Council has designated the Monitoring Officer as the Money Laundering

Reporting Officer (MLRO). She can be contacted on 01827 709258 or by email
jane-hackett@tamworth.gov.uk.

In the absence of the MLRO or in instances where it is suspected that the MLRO
could be involved in suspicious transactions, concerns should be raised with the
Section 151 Officer — Executive Director (Corporate Services). He can be
contacted on 01827 709252 or by email john-wheatley@tamworth.gov.uk.
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6. Reporting Procedure for Suspicions of Money Laundering

Where you know or suspect that money laundering activity is taking/has taken
place, or become concerned that your involvement in a matter may amount to a
prohibited act under the Act, you must report your suspicions immediately to the
MLRO.

The report must include as much detail as possible including:

Full details of the people involved

Full details of the nature of their/your involvement.

The types of money laundering activity involved

The date(s) of such activity/ies

Whether the transactions have happened, are ongoing or are imminent;
Where they took place (if applicable);

How they were undertaken (if applicable);

The (likely) amount of money/assets involved;

Why, exactly, you are suspicious.

YVVVYYVYYVYYY

Along with any other available information to enable the MLRO to make a sound
judgement as to whether there are reasonable grounds for knowledge or
suspicion of money laundering and to enable her to prepare a report to the
Serious Organised Crime Agency (SOCA), where appropriate. You should also
enclose copies of any relevant supporting documentation.

If you are concerned that your involvement in the transaction would amount to a
prohibited act under sections 327 — 329 of the Act (see appendix 1), then your
report must include all relevant details, as you will need consent from the SOCA,
via the MLRO, to take any further part in the transaction - this is the case even if
the client gives instructions for the matter to proceed before such consent is
given. You should therefore make it clear in the report if such consent is required
and clarify whether there are any deadlines for giving such consent e.g. a
completion date or court deadline.

Once you have reported the matter to the MLRO you must follow any directions
she may give you. You must NOT make any further enquiries into the matter
yourself: any necessary investigation will be undertaken by the SOCA. Simply
report your suspicions to the MLRO who will refer the matter on to the SOCA if
appropriate. All members of staff will be required to co-operate with the MLRO
and the authorities during any subsequent money laundering investigation.

Similarly, at no time and under no circumstances should you voice any
suspicions to the person(s) whom you suspect of money laundering, even if the
SOCA has given consent to a particular transaction proceeding, without the
specific consent of the MLRO; otherwise you may commit the criminal offence of
“tipping off”.
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Do not, therefore, make any reference on a client file to a report having been
made to the MLRO - should the client exercise their right to see the file, then
such a note will obviously tip them off to the report having been made and may
render you liable to prosecution. The MLRO will keep the appropriate records in
a confidential manner.

7. Consideration of the disclosure by the Money Laundering Reporting
Officer

Upon receipt of a report, the MLRO must note the date thereof and acknowledge
receipt. She should also advise you of the timescale within which she expects to
respond to you.

The MLRO will consider the report and any other available internal information
she thinks relevant e.g.

reviewing other transaction patterns and volumes;

the length of any business relationship involved:;

the number of any one-off transactions and linked one-off transactions;
any identification evidence held;

YV VY

She will also undertake such other reasonable inquiries that are appropriate in
order to ensure that all available information is taken into account in deciding
whether a report to the SOCA is required (such enquiries being made in such a
way as to avoid any appearance of tipping off those involved). The MLRO may
also need to discuss the report with you.

Once the MLRO has evaluated the report and any other relevant information, she
must make a timely determination as to whether:
» there is actual or suspected money laundering taking place; or
» there are reasonable grounds to know or suspect that is the case; and
> there is a requirement to seek consent from the SOCA for a particular
transaction to proceed.

Where the MLRO does so conclude, then she must disclose the matter as soon
as practicable to the SOCA on their standard report form and in the prescribed
manner, unless she has a reasonable excuse for non-disclosure to the SOCA
(for example, if you are a lawyer and you wish to claim legal professional
privilege for not disclosing the information).

Where the MLRO suspects money laundering but has a reasonable excuse for

non-disclosure, then she must note this accordingly; she can then immediately
give her consent for any ongoing or imminent transactions to proceed.
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In cases where legal professional privilege may apply, the MLRO must liaise with
the Section 151 Officer to decide whether there is a reasonable excuse for not
reporting the matter to the SOCA.

Where consent is required from the SOCA for a transaction to proceed, then the
transaction(s) in question must not be undertaken or completed until the SOCA
has specifically given consent, or there is deemed consent through the expiration
of the relevant time limits without objection from the SOCA.

Where the MLRO concludes that there are no reasonable grounds to suspect
money laundering then she shall note this accordingly and give consent for any
ongoing or imminent transaction(s) to proceed.

All reports referred to the MLRO and reports made by her to the SOCA must be
retained by the MLRO in a confidential file kept for that purpose, for a minimum
of five years.

The MLRO commits a criminal offence if she knows or suspects, or has
reasonable grounds to do so, through a disclosure being made to her, that

another person is engaged in money laundering and she does not disclose this
as soon as practicable to the SOCA.

8. Training

Officers considered likely to be exposed to suspicious situations, will be made
aware of these by their senior officer and provided with appropriate training.

Additionally, all employees and Members will be familiarised with the legal and
regulatory requirements relating to money laundering and how they affect both
the Council and themselves.

Notwithstanding the paragraphs above, it is the duty of officers and Members to
report all suspicious transactions whether they have received their training or not.

9. Conclusion

Given a local authority’s legal position with regard to the legislative requirements
governing money laundering, the Council believes that this Policy represents a
proportionate response to the level of risk it faces from money laundering
offences.

10. Review

This policy and associated procedures will be reviewed annually.
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Appendix 1

Sections 327-329 of the Proceeds of Crime Act 2002

S327 Concealing etc

(1)A person commits an offence if he—

(a) conceals criminal property;

(b) disguises criminal property;

(c) converts criminal property;

(d) transfers criminal property;

(e) removes criminal property from England and Wales or from Scotland or from Northern Ireland.
(2)But a person does not commit such an offence if—

(a) he makes an authorised disclosure under section 338 and (if the disclosure is made before he does the

act mentioned in subsection (1)) he has the appropriate consent;
(b) he intended to make such a disclosure but had a reasonable excuse for not doing so;

(c) the act he does is done in carrying out a function he has relating to the enforcement of any provision of

this Act or of any other enactment relating to criminal conduct or benefit from criminal conduct.

(3)Concealing or disguising criminal property includes concealing or disguising its nature, source, location,

disposition, movement or ownership or any rights with respect to it.

328 Arrangements

(1)A person commits an offence if he enters into or becomes concerned in an arrangement which he knows
or suspects facilitates (by whatever means) the acquisition, retention, use or control of criminal property by

or on behalf of another person.
(2)But a person does not commit such an offence if—

(a) he makes an authorised disclosure under section 338 and (if the disclosure is made before he does the

act mentioned in subsection (1)) he has the appropriate consent;

(b) he intended to make such a disclosure but had a reasonable excuse for not doing so;
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(c) the act he does is done in carrying out a function he has relating to the enforcement of any provision of

this Act or of any other enactment relating to criminal conduct or benefit from criminal conduct.

329 Acquisition, use and possession

(1)A person commits an offence if he—

(a) acquires criminal property;

(b) uses criminal property;

(c) has possession of criminal property.

(2)But a person does not commit such an offence if—

(a) he makes an authorised disclosure under section 338 and (if the disclosure is made before he does the

act mentioned in subsection (1)) he has the appropriate consent;
(b) he intended to make such a disclosure but had a reasonable excuse for not doing so;
(c) he acquired or used or had possession of the property for adequate consideration;

(d) the act he does is done in carrying out a function he has relating to the enforcement of any provision of

this Act or of any other enactment relating to criminal conduct or benefit from criminal conduct.
(3)For the purposes of this section—

(a) a person acquires property for inadequate consideration if the value of the consideration is significantly

less than the value of the property;

(b) a person uses or has possession of property for inadequate consideration if the value of the

consideration is significantly less than the value of the use or possession;

(c) the provision by a person of goods or services which he knows or suspects may help another to carry out

criminal conduct is not consideration.
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Agenda ltem 11

AUDIT & GOVERNANCE COMMITTEE
31 OCTOBER 2013

REPORT OF THE SOLICITOR TO THE COUNCIL AND MONITORING
OFFICER

REGULATION OF INVESTIGATORY POWERS ACT 2000

Purpose

The Council's Code of Practice for carrying out surveillance under the
Regulation of Investigatory Powers Act 2000 (RIPA) specifies that quarterly
reports will be taken to Audit & Governance Committee to demonstrate to
elected members that the Council is complying with its own Code of Practice
when using RIPA.

On 13 December 2012, the Council re-adopted the RIPA policy and agreed
that quarterly reports on the use of RIPA powers be submitted to Audit &
Governance Committee.

Recommendation

That Audit and Governance Committee endorse the quarterly RIPA
monitoring report.

Background Information

The RIPA Code of Practice produced by the Home Office in April 2010
introduced the requirement to produce quarterly reports to elected members
to demonstrate that the Council is using its RIPA powers appropriately and
complying with its own Code of Practice when carrying out covert
surveillance. This requirement relates to the use of directed surveillance and
covert human intelligence sources (CHIS).

The table below shows the Council's use of directed surveillance in the
current financial year to provide an indication of the level of use of covert
surveillance at the Council. There have been no applications under RIPA in
the period from 1 July 2013 to 30 September 2013.

The table outlines the number of times RIPA has been used for directed
surveillance, the month of use, the service authorising the surveillance and a
general description of the reasons for the surveillance. Where and
investigation is ongoing at the end of a quarterly period it will not be reported
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until the authorisation has been cancelled. At the end of the current quarterly
period there are no outstanding authorisations.

There have been no authorisations for the use of CHIS.

Steps are being undertaken to compile a list of all equipment in use by the
Council that could be used in surveillance. The list will ensure that equipment
is stored and used properly this avoiding any breaches of the Code of
Practice or legislation

Financial year 2013/14

Month Service Reason

No applications

Background papers

None

“If Members would like further information or clarification prior to the meeting
please contact Jane M Hackett Solicitor to the Council and Monitoring Officer on Ext.258”
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